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FORVALTNINGSBERATTELSE
Arsredovisningen ir upprittad 1 KSEK.

Verksamheten

Svenska Skidforbundet (SSF), stiftat den 11 december 1908. Svenska Skidférbundet har till uppgift att leda skid- och
snowboardidrotter i Sverige pa ett sadant sitt att de star i overensstimmelse med idrottsrorelsens verksamhetsidé, vision och
virdegrund samt foretrdda dessa idrotter. SSFs intressenter dr de 23 distrikten, vara foreningar och dess medlemmar. Detta aterspeglar
sig bland annat i rostlangden vid forbundsmotet, vilket ar SSFs hogsta beslutande organ.

Det heldgda dotterbolaget Ski Team Sweden AB fortsitter sin verksamhet. Bolaget har till foremal for sin verksamhet att, direkt eller
indirekt bedriva alpin-, 1ingd- och skicross-verksamhet, inkluderande trining av skiddkare, arrangerande av tivlingar pa nationell och
internationell niva, marknadsforing av svensk skidakning och landslag samt forvaltning av fast och 16s egendom och dédrmed forenlig
verksambhet.

SSFs medlemsforeningar uppgar till 1 250 stycken (1 263 stycken), vilka i sin tur har 147 158 st (146 296) medlemmar. Fordelning
per distrikt finns angivet under rubriken Statistik i verksamhetsberittelsen.

Flerarsjamforelse*, koncernen KSEK

2020/2021 2019/2020 2018/2019 2017/2018 2016/2017

Omsittning 200 315 196 341 212 520 227 194 180 793
Arets resultat 16 453 14 245 -12 052 14 049 11 543
Balansomslutning 172 590 161 637 155 838 163 602 163 976
Eget Kapital 111 181 94 727 80926 94793 78 930
Eget kapital i % av omséttning 55,5 48,2 38,1 46,4 43,6

Flerarsjamforelse Forbundet * KSEK

2020/2021 2019/2020 2018/2019 2017/2018 2016/2017

Omsittning 67 708 68 334 67752 67 419 55753
Arets resultat 9616 11 308 -10 873 7155 22 381
Eget kapital 104 844 95 229 83920 94 793 87 638
Balansomslutning 137 100 125 903 126 996 130 141 118 837
RF bidrag 19 778 18 392 19 569 14 387 16 680
Sjélvfinansieringsgrad i % av Oms 87 88 90 91 89
Antal foreningar 1250 1263 1279 1290 1300
Antal medlemmar 147 158 146 296 145 568 138 261 133 316
LOK stod ( antal gruppaktiviteter) 37 164 45 589 47 563 48 719 48 587
Studietimmar 10 424 12 898 13 105 19 328 20952
Idrottslyft till vara foreningar 3071 3001 4 164 4156 4 055

*Definitioner av nyckeltal, se noter

VM- och OS medaljer
2020/2021 2019/2020 2018/2019 2017/2018 2016/2017

VM VM OS/VM VM VM
Alpint 1 - 1 2 2
Backhoppning 0 - X X X
Freeskiing 1 - 1 0 1
Langd 6 - 5 6 4
Puckel 0 - 0 0 0
Rullskidor - 8 - 11 -
Snowboard 2 - 0 0 0
Skicross 0 - 0 0 2
Speedski - - 2 - 1
Telemark 0 - 0 0 0
Summa : 10 8 9 19 10

Ett streck i tabellen innebdr att det inte genomfordes ndagot VM- eller OS det aktuella dret. Ett kryss innebdr inga svenska deltagare.

Transaktion 09222115557454198741




Svenska Skidforbundet
Org.nr. 802003-0287

2020/2021 2019/2020 2018/2019 2017/2018 2016/2017
Sammanstillning évriga fakta

Liftkortserséttning SLAO, mkr 1842 1519 1700 1704 1460
Antal deltagare alpint, Lilla VC 1075 1116 1506 1502 1601
Antal deltagare langd, anmélda Vasaloppet 325 59522 62 360 65 955 65 877

Ekonomisk analys

Koncernen Svenska Skidforbundets omsittning har under verksamhetsaret uppgatt till 200 315 KSEK (196341 KSEK). Det totala
bidraget fran Riksidrottsférbundet (RF) uppgick under aret till 25 553 KSEK (23 853 KSEK). Koncernen har dirmed en
sjalvfinansieringsgrad motsvarande 87 % (88 %) av de totala intikterna 2020/2021.

Det egna kapitalet for koncernen uppgar per 2021-06-30 till 111 181 KSEK (94 727 KSEK), vilket motsvarar 56 % (48 %) av
omsittningen. Detta medfor att Svenska Skidforbundets finanspolicy efterlevts, da det egna kapitalet dividerat med nettoomsittningen
skall ligga pa minst 25 %.

Koncernens resultat uppgick till 16 453 KSEK (14 245 KSEK). Det positiva resultatet forklaras till storsta delen av 6kade intékter
efter att budgeterna var lagda och en stor kostnadsmedvetenhet i organisationen. Coronasituationen med instélld verksamhet
paverkade ocksa resultatet positivt.

Under verksamhetsaret har distriktsforbundens anslag uppgatt till 2 323 KSEK (4 470 KSEK). SSF har blivit tilldelade 15 000 KSEK
(15 000 KSEK) fran Postkodlotteriet.

Visentliga hindelser under riikenskapsaret

Styrelsens sammansiéttning

Det blev forindringar i sammansittningen av forbundsstyrelsen eftersom Goran Nilsson, Emelie Ohrstig och Linda Wikstrom alla
valde att tacka for sig. Det betydde att tre platser behovde tillséttas vid forbundsmotet. Dar valdes Anders Furbeck, Eva-Lena Frick
och Johan Starck in som styrelsemedlemmar. Tre vilmeriterade personer som kommer vara en stor tillgang i Svenska Skidforbundets
styrelse.

Forbundsstyrelsen ser ut enligt foljande:

Karin Mattsson — ordforande, omval t.o.m. 2022
Lennart Kill — ledamot, t.o.m. 2022

Stefan Bessman — ledamot, t.o.m. 2022

Susanna Karlevill — ledamot, t.0o.m 2022
Eva-Lena Frick — ledamot, nyval, t.o.m 2024
Anders Furbeck — ledamot, nyval t.o.m. 2024
Johan Starck — ledamot, nyval t.o.m. 2024

Att Anders Furbeck och Eva-Lena Frick valdes in i styrelsen fick till f6ljd att de Iamnade valberedningen. Ersittare blev Karin
Moberg (ordférande Stockholms SF) och Bjorn Westerstrom (Ostergotlands SF).

Valberedningen bestar av foljande personer:

Oberoende ordforande, Goran Nilsson, nyval
Norrland, Margareta Helander, omval
Svealand, Karin Moberg, nyval

Gotaland, Bjorn Westerstrom, nyval

Forbundsstyrelsen har haft nio protokollférda sammantraden under sdsongen.
Forbundsdirektor och ledningsgrupp:

Forbundsdirektor dr Ola Stromberg.

I ledningsgruppen sdasongen 20/21 ingick:

Tommy Eliasson Winter — alpin- och skicrosschef
Daniel Fahraeus — lingdchef

Stefan Karlsson — sportchef freeski och snowboard
Anders Olofsson — sportchef puckel (from 201026)
Ulrika Back Eriksson — HR-ansvarig

Johan Grifnings — ekonomichef
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Mattias Claesson — strategisk kommunikationschef (from 201101)
Elisabeth Egnell — verksamhetsutvecklare (from 201101)

Fordndringar i ledningsgruppen

I augusti 2020 ldamnade verksamhetsutvecklare Anna Ottosson Blixt SSF, hon ersattes i november av Elisabeth Egnell. Sedan augusti
2020 ingar Anders Olofsson, sportchef puckel, i ledningsgruppen. I november 2020 anstilldes Mattias Claesson som strategisk
kommunikationschef, han ingar sedan dess i ledningsgruppen. I borjan pa juni 2021 meddelade lingdchef Daniel Fahraeus att han
lamnar SSF i oktober, rekrytering av ersittare pagar.

Forbundsmote

Det blev ett minst sagt annorlunda forbundsméte. Pa grund av pandemin genomfordes forbundsmétet for forsta gangen nagonsin
digitalt, vilket ocksa gjorde att alla som 6nskade kunde delta.

Forbundsmotet delades upp i tva “avdelningar”, forst en mer formell del som avhandlades enligt foredragslistan med bland annat om-
och nyval samt att den nya strategin ”Strategi 2026 antogs. Direfter foljde gruppvisa arbetsmoten med inspirerande och livliga
diskussioner kring den nya strategin.

Nista ar dr det dags for det mindre formella Skidtinget. Férhoppningsvis kan vi da samla distrikts- och foreningsrepresentanter i
Sundsvall den 23-24 oktober 2021. Men dven da planerar vi for att Sppna upp for digitalt deltagande.

Samarbetspartners/projektstod

I februari stod det klart att Svenska Skidforbundets huvudsponsor Vattenfall kommer erséttas med Svenska Spel som kliver in som ny
huvudsponsor fran och med den 1 juli 2021. Svenska Skidforbundets samarbete med Vattenfall startade redan 1994 och har saledes
varit historiskt langt, hela 27 ar. Nu gar samarbetet in i en ny fas nér Vattenfall okar sitt engagemang som Smart Energy Partner till
Svenska Skidférbundet. Vattenfall kommer dven fortséttningsvis stotta olika satsningar for att fa fler pa sno.

Svenska Skidfoérbundet vill rikta ett jdttestort tack till Vattenfall for alla ar de har stottat svensk skid- och snowboardsport och dérmed
gett manga idrottare mojlighet att kunna forverkliga sina drommar. Vi ser fram emot att fortsitta samarbeta for att utveckla inom
hallbarhet.

Tack vare ett stod pa 15 miljoner kronor fran Svenska Postkodlotteriet har vi kunnat satsa vidare pa att fa fler barn och ungdomar att
rora pa sig mer och oftare, frimst genom vara projekt Alla pa sno, Alla i bana, Skidor hela livet, Skicross Next Generation, Swedish
Slopestyle Tour, Swedish Snowboard Series och ProgSession.

Bolagshindelser

Det pagar likvidation av Tour2020 Sverige Norge AB. Detta vintas bli klart under kommande rakenskapsar. SSF har under
rakenskapsaret startat ett nytt bolag, Svenska Skidforbundet Events AB. Svenska Skidforbundet dger 100% av bolaget. Bolaget har
som uppgift att driva alpina vérldscuptidvlingarna i Are.

Coronapandemin

Precis som forra sédsongen paverkades verksamheten av coronapandemin. Den nationella coronagruppen hade méten minst en gang i
veckan for att hantera uppkomna fragor och uppdatera riktlinjer som var anpassade till gillande dagsldge. Allt eftersom omvérlden
anpassade verksamheter till radande ldge sa minskade dven trycket pa hjélp och stdd fran forbundet.

Svenska Skidférbundets verksamhet, ekonomi och personal har hittills klarat sig forhallandevis bra. Ett antal ldger och tivlingar
stilldes in, vilket fick till foljd att fler lager arrangerades pa hemmaplan i Sverige. De som kunde arbetade hemma i stor utstrackning
och manga moten genomfordes via digitala 16sningar som Teams istéllet for fysiskt. Exempelvis genomférdes forbundsmotet 2020
digitalt med stor uppslutning. Aven Tour 2026 (utrullningen av den nya Strategi 2026) genomférdes digitalt. En stor fordel med
digitala moten &r att manga fler har mojlighet att delta. Hur coronapandemin har paverkat verksamheten pa lang sikt aterstar att se.

Strategi 2026

Svenska Skidforbundets strategiska plan &r ett viktigt stod for forbundet, distrikt och foreningar sa att vi tillsammans kan skapa en
gemensam kraft och riktning. Den foregaende strategin antogs vid forbundsmétet 2016 och strickte sig till ar 2020. For att mota
framtiden, vara relevanta i samhillet och fortsitta utveckla var verksamhet borjade vi 2017 att arbeta fram en ny strategisk plan, som
tar sikte mot 2026. Strategin samspelar med idrottsrorelsens gemensamma Strategi 2025, men &r anpassad till var verksamhet, vara
forutsittningar och det nulége vi har att férhélla oss till.

Processen med att ta fram den strategiska planen och prioriterade omraden samt mojliggorare har inkluderat méten med foreningar,
distrikt, styrelse, ledningsgrupp och personal.

Arbetet med den strategiska planen édr uppdelad i tre (3) perioder: 2020/21-2021/22, 2022/23-2023/24 och 2024/25-2025/26.
Revidering och inldmning av verksamhetsinriktning sker i samband med forbundsméte. Forbundsstyrelse och forbundsdirektor
ansvarar for att strategin efterlevs inom SSFs verksamhet. Strategin antogs enhilligt under forbundsmétet i slutet av oktober och blev
publik den 1 november.
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Utover det sedvanliga pappersformatet lanserades strategin dven i webbformat, som en egen webbplats www.strategi2026.se. Det dr
en informativ och interaktiv samlingsplats dér hela var skidrorelse ska kiinna sig inkluderade och inspirerade att arbeta med var
gemensamma utveckling. Hir finns verktyg och konkreta exempel for bade distrikt och foreningar. Aven en film togs fram som pA ett
enkelt sitt forklarar bakgrunden till den strategiska planens innehall.

TOUR 2026

For att sprida innehallet i Strategi 2026, sa att det inte bara blir en hyllvirmare, skapades Tour 2026.

Syftet med Tour 2026 ir att pa ett foreningsanpassat sitt inspirera foreningar att arbeta strategiskt mot de mal som finns uppsatta till
2026. Tour 2026 bestar av sirskilt utvalda nyckelmoment kopplat till foreningsutveckling, som kommer att lanseras 16pande i etapper
fram till 2026. Etapp 1 bestar av virdegrund och nulidgesanalys pa foreningsniva.

Det som fran borjan var tinkt som en fysisk turné gjordes, pa grund av coronapandemin, istdllet om till digitala moten.

Tva méten holls i maj (17:e och 19:e), som var Sppna for alla som ville delta. Det blev tva fullmatade och uppskattade traffar, dir ett
par hundra deltagare kopplade upp sig for att diskutera arbetet med strategin inom foreningen. Aven négra av véra storsta akare
deltog for att beritta om foreningens betydelse for deras karriér.

Anldggning
"Tillgénglighet for tillvixt” ett av de prioriterade omradena i Strategi 2026. Tillgdnglighet handlar dels om foreningsutveckling i form
av utbildning, virdegrundsbyggande och nyrekrytering. Men dven om fysisk tillgidnglighet och anldaggningsarbete.

SSF vill 6ka antalet anldggningar med tillverkad sn6 och dven gora befintliga anldggningar mer hallbara — for att vara utdvare ska
kunna fortsitta med sina idrotter. Tillgdanglighet 6kar mojligheten for inkludering och att locka nya utdvare (som inte har en naturlig
koppling till vara idrotter).

For att verkligen gora skillnad i denna fraga anstilldes en dvergripande anldggningsansvarig pa heltid som ska driva egna centrala
projekt och dven stddja foreningar, distrikt och grenspecifika satsningar inom Tillgénglighet — i linje med den strategiska planen.

Alla pa sno

Alla pa snd dr en av Svenska Skidforbundets mest lyckade aktiviteter och ér en stor och betydande del i var héllbarhetssatsning.
Verksamheten blev, som mycket annat, paverkad av pandemin. Manga planerade evenemang fick tyvirr stillas in. Under ett “normal
ar” aktiverar Alla pa snd drygt 23 000 barn, siffror som vi bade forra och denna sidsong inte nar upp till.

Totalt genomfordes 159 Alla pa sno-dagar i 25 kommuner med cirka 7 867 barn och 748 ungdomar (utbildade till Alla pa sno-ledare)
deltagare samt cirka 700 fritidshemsbarn. Antal medverkande foreningar uppgick till 10 och antal skidanldggningar hamnade pa 22.
Da farre fysiska dagar kunde genomforas satsade vi dn mer pa vara digitala aktiviteter.

Stjdrnjakten, som startades forra sdsongen, dr nu en stor succé. Under 2020/2021 deltog 6ver 4 000 barn, fordelade pa 62
skolor/fritidshem. Jamfort med forra sdsongen, da 975 barn deltog, blev det en 6kning pa 6ver 300 procent. Det visar pa det fortsatt
stora behovet av tips pa aktiviteter, darfor kommer vi fortsitta utveckla aktivitetsbanken i Stjarnjakten — varje sidsong.

En annan mycket uppskattad digital satsning var var nya Alla pa sno-dans, som pa mindre 4n ett dygn visades 6ver 3 000 ganger.

I och med att Alla pa sno fortsitter vixa valde vi att ateruppvicka Alla pa sno-radet, som varit vilande ndgra sdsonger. I radet finns
representanter for de grenar som ingar under Alla pa sno-dagarna. Det interna arbetet med Alla pa snd omorganiserades under
sdsongen. Forutom en 6vergripande ansvarig anlitades en konsulent att skota det praktiska genomforandet. For att sdkerstélla den
fortsatta utvecklingen av Alla pa sn6 har en strategisk plan, som striacker sig till 2026, har tagits fram. Storsta samarbetspartner for
Alla pa sno ir fortfarande Postkodlotteriet, som genom sitt mycket genertsa stod gor det mojligt for oss att fortsétta aktivera fler barn
och ungdomar pa sno.

Digitalisering

Hakan Ozan, strategic innovation management & digital strategy expert, anlitades for att processleda och utforma slutférandet av
SSFs digitaliseringsstrategi. Arbetet bygger pa data som Accenture tagit fram samt information fran ett flertal olika workshops med
personal pa SSF, foreningar och distrikt. Resultatet presenterades under mars och ligger till grund i framtagandet av nist steg i
processen, som &r att ta fram handlingsplaner. Digitaliseringsstrategin beslutades under varen och integrering av strategin, tillsammans
med befintliga verksamhetsplaner, genomf6rs inom olika arbetsomraden.

Jamstalldhet — SkiEquality

Att forandra kultur och synsitt kring jamstélldhet inom organisationen &r en langsiktig process. SSF har tidigare arbetat med
SkiEquality, en satsning som handlar om att utveckla formagan hos ledare och trénare i klubbar, foreningar och pa forbundsniva att se
sin del i ”skapandet av mén och kvinnor” i det dagliga sociala samspelet. Denna utbildning ligger fortfarande tillginglig. Vi sag dven
under 20/21 effekter av den grund som lades under projektet. Medvetenheten om att fa in fler kvinnor pa beslutande positioner och i
de landslag dir de dr underrepresenterade har okat betydligt och fortsitter ge effekter.

Exempelvis har lingdorganisationen ingatt i partnerskap med Sundstrom Safety for att skapa ett kvinnligt ndtverk med mal att fa fler
kvinnliga ledare.
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Projektstod IF (fd idrottslyftet)

Foreningsidrotten kan genom Riksidrottsférbundet ansoka om bidrag for att utveckla verksamheten for barn- och ungdomar i aldern
7-25 ar. Under 2021 fordelades 3 071 tkr pa olika barn- och ungdomsprojekt. Projektstod IF ska skapa forutséttningar for
Idrottsféreningar inom Svenska Skidférbundet att utveckla sin barn- och ungdomsidrott i enlighet med Strategi 2025. Det innebir att
fokus ligger pa att stimulera till ett livslangt idrottande, dir det dr verksamheten i foreningen som ytterst ska utvecklas.

Varje utvecklingsinsats ska tydligt bidra till att idrottsrorelsen lever och leder efter sin virdegrund, i linje med anvisningarna for barn-
och ungdomsidrott for dldrarna 7 till 25 ar.

De omraden som prioriterats inom SSF 20/21 r att:

Fa fler utbildade barn- och ungdomsledare inom foreningarna (prioriterat),

Fa fler ungdomar att stanna kvar inom den organiserade idrotten,

Bibehéllen verksamhet under tiden for restriktioner med anledning av coronapandemin (tilldgg februari 2021).

Skolverksamhet

Svenska Skidforbundet ansvarar for RIG (riksidrottsgymnasium) och NIU (nationellt godkénd idrottsutbildning) i grenarna léngd,
alpint, skicross, puckel, snowboard och freeski. Varje ldsar antas drygt 60 elever fran hela Sverige till vara RIG-utbildningar, vi har
dessutom mojlighet att ta in 160 elever vid vara NIU-utbildningar.

Vi ansvarar dven for antagning av vara hogskole- och universitetsstudenter (den idrottsliga delen) till vara olika ldrosdten. Denna
satsning dr oerhort virdefull for vara aktiva sa att de har mojlighet att kombinera sin elitsatsning med universitetsstudier.

En 6versyn av den totala idrottsgymnasieverksamheten (samtliga RFs idrotter) har gjorts. Resultatet kommer presenteras varen 2022
av utbildningsdepartementet. Stora forindringar 4r att forvéinta, bland annat ir det troligt att samtliga elevplatser blir riksrekryterande
och att de lokala alternativen upphor.

Ansokan om VM i Falun 2027

Svenska Skidférbundet skickade den 29 april 2021 in ansdkan om att, tillsammans med Falu Kommun, fa arrangera VM i nordiska
grenar 2027. Vi dr manga som kommer ihag folkfesten i Falun, i mars 2015, nér det senast arrangerades i Sverige.

Ett VM-arrangemang pa hemmaplan ir ett utmérkt tillfdlle att kunna inspirera barn och ungdomar att borja dka skidor, att ge
exponeringsmdjligheter for vara samarbetspartners och att skapa en folkfest for vara fans

Dessutom skapades en anldggning i virldsklass pa idrottsanldggningen Lugnet infor VM 2015 som gér att ateranvinda.

Forutsittningarna for att Svenska Skidférbundet ska bli tilldelade ett nytt skid-VM i Falun dr vildigt goda med tanke pa den historik
av framgéangsrika arrangemang (bade VM och virldscuptivlingar) som vi har genomfort under ren. Nir ansokningstiden var 6ver
visade det sig ocksa att Svenska Skidférbundets ansokan var den enda som hade registrerats.

Beslutet om vem som far arrangera VM fattas av det internationella skidforbundet (FIS) under FIS-kongressen i maj 2022.

P3 tivlingsbanan

VM-ar for de flesta grenar

Nir det giller internationella mésterskap sa foljer dessa en fyraarscykel, giller alla idrotter forutom rullskidor, enligt féljande monster:
ar 1 = VM, ar 2 = OS, ar 3 = VM, ar 4 = misterskapsfritt. Sdsongen 2020/2021 borjade fyraarscykeln om pé nytt med en VM-sidsong
efter att ha varit misterskapsfritt sdsongen 2019/2020.

Sammanlagt tio VM-medaljer (varav fyra guld, tva silver och fyra brons) samt miangder av fina kimpainsatser blev resultatet under
misterskapssdsongen 2020/2021. Vi gratulerar: Jonna Sundling (guld i sprint), Sandra Néslund (guld i skicross), Oliwer Magnusson
(guld i freeski big air, det forsta svenska guldet nagonsin), Maja Dahlqvist och Jonna Sundling (guld sprintstafett), Frida Karlsson
(silver 10 km F och skiathlon samt brons pa 30 km Mst), Ebba Andersson (brons pa 10 km F och skiathlon) samt Erik Mobérg (brons
1 skicross).

X-games

X-games dr for freeski och snowboardakarna lika stort som (for vissa till och med storre &n) OS. Men chansen att fa delta ir liten, det
dar endast de allra biésta dkarna i vidrlden som genom en personlig inbjudan far chansen. Svensk freeski- och snowboard #r i virldsklass
for trots att Sverige dr ett litet land sd far manga svenska akare en exklusiv inbjudan att delta. Freeski-dkaren Henrik Harlaut, som har
flest freeski-medaljer i X-games genom tiderna, bittrade pa medaljskorden ytterligare genom énnu ett guld, denna gang i den nya
showgrenen knucklehuck.

FIS virldscup

Totalt tog vara svenska akare 54 pallplatser vilket dr det minsta antalet sedan sédsongen 2011/2012. Detta beror till stor del pa instéillda
tavlingar eller tdvlingar som landslagen inte har valt att aka pa pga coronapandemin. Bland annat beslutade rullskidlandslaget att inte
tdvla internationellt, vanliga fall bidrar de med i medeltal 15 pallplatser per sisong. Nagra tivlingar stilldes dven in pga snobrist eller
andra tuffa viderforhallanden.
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Tittar vi pa de tivlingar som faktiskt genomférdes finns dock manga glidjedmnen. Ett bevis pa en framgéangsrik vérldscup dr
slutstédllningen i de olika cuperna, dér samtliga sdsongens tivlingar rdknas in.

Vi borjar med speedskidkaren Britta Backlund, Rittviks SLK, som denna sésong var den enda som lyckades dka hem en kristallglob
som bevis pa vinst i en totalcup. Det var tredje gangen i rad som Britta vann cupen, vilken bedrift!

Bra gick det dven for Oliwer Magnusson som kom trea i den totala freeskicupen (park & pipe plus big air).

Forutom totalcuper finns dven delcuper. Lingdakaren Ebba Andersson placerade sig pa andra plats i distanscupen, precis som Sven
Thorgren (big air-cupen). Linn Svahn kom trea i lingdékningens sprintcup och Ludvig Fjallstrom blev trea i puckelcupen. Nu héller vi
tummarna for att sisongen 2021/2022 kan genomféras som vanligt sa att vi ater kan rikna in manga svenska framgangar i
vérldscupen.

Stora evenemang pa hemmaplan

Att arrangera stora evenemang pa hemmaplan 4r mycket viktigt for att pa néra hall kunna inspirera och engagera fler i skid- och
snowboardidrott. Svenska Skidforbundet har, tillsammans med foreningar och organisationer, visat det internationella skidférbundet
FIS att vi 4r bra pa att arrangera stora evenemang, vilket gjort att vi har fatt fértroendet att arrangera flera FIS-tivlingar, sa dven denna
sdsong.

Efter att Kina i borjan av december meddelade att de stéllde in freestyle-VM pa grund av coronapandemin spekulerades det linge om
det 6verhuvudtaget varit mojligt att genomfora tivlingarna pa ett sékert sétt. Idén viixte fram att genomfora ett publikfritt VM, med
sirskilda krav pa karantin samt sikerhetsatgirder for savil deltagare, funktiondrer som personal. Freestylegrenarnas VM hamnade
slutligen i Kanada, men Sverige och Idre Fjill fick édran att st som vird for skicross- och snowboardcross-grenarna den 8—13 februari
2021. Ett kvitto pa att Idre Fjill tillsammans med Svenska Skidforbundet har skapat bade en arena och under arens lopp fatt ett
kunnande som gor att vi med kort betinketid kan sta som vird for VM. Ett fantastiskt jobb av alla inblandade att ro i land detta
atagande!

Forutom sjilva tivlingsarrangemanget sa blev dven resultatet en svensk succé. Det blev dubbla svenska VM-medaljer genom Sandra
Nislund som akte till sig guldet och Erik Mobirg som knep bronset pa herrsidan.

Som vanligt tilldelades vi dven ett antal vérldscuptavlingar. Tyvirr tilldts ingen publik men glddjande behovde inga av
vérldscuptéavlingarna stillas in, som var fallet forra sasongen.

Forst ut var puckeltivlingen i Idre den 11-13 december, direfter skicrosstavling i Idre 20-24 januari, lingdakning i Falun 29-31
januari, lingdikning i Ulricehamn 67 februari, speedski i Idre 9—13 mars och till sist alpina damtivlingar i Are 1213 mars.

Det krivdes det en hel del merarbete av samtliga arrangorer for att skapa och genomf6ra evenemang som inte 6kade smittspridningen,
vilket lyckades galant. Vi vill rikta ett stort tack till alla som lade in alla de extra timmar av arbete som behovdes for att astadkomma
detta.

Framtida utveckling

Overgripande

Strategi 2026

Strategi 2026 ér ett samlingsnamn som for allt som sker och kommer hinda inom Skidférbundet de kommande aren. Forklaringen till
varfor vi gor som vi gor, hur vi allokerar investeringar och viljer projekt gér att f6lja i den strategiska planen som underlag. Det
kommer fortsatt att krivas ihallande arbete med att férankra och utveckla hur vi jobbar med strategiskt langsiktiga mal. Ett nista steg
dr att pa ett datadrivet och systematiskt sitt folja utveckling av allt vi gor for att kunna utvérdera kortsiktiga och langsiktiga initiativ,
nagonting som planeras vara klart under 2021/2022.

SSF kommer att fortsétta jobba centralt och pa grenniva med verksamhetsplaner som kopplar och stodjer de mal som finns i Strategi
2026, och stort fokus kommer dven vara pa Tour 2026 och hur vi kan hjilpa foreningsverksamheten att utvecklas i rétt riktning.

Hallbarhet

Det har under sidsongen varit stort fokus pa att etablera en Hallbarhetsstrategi och dvergripande Strategi 2026. Kommande sdsonger
handlar det om att realisera dessa planer, efter basta forméaga. En centralt anlidggningsansvarig tilltrider i augusti 2021, for att jobba
med tillgidnglighet for tillvixt under héallbara forhallanden.

Samarbetspartners
Fran och med den 1 juli 2021 tar Svenska Spel 6ver som ny huvudsponsor till Svenska Skidférbundet efter Vattenfall. Det femariga
avtalet dr virt drygt 125 miljoner kronor och omfattar bland annat en fortsatt satsning pa unga talanger.

Sportsligt

Olympisk sédsong

Sdsongen 2021/2022 ser vi ater fram emot spannande OS-tivlingar fér manga av vara idrotter. Denna gang avgors spelen i Peking,
Kina, den 4-20 februari. Forra OS i Pyeongchang 2018 var mycket framgangsrikt och resulterade i sammanlagt atta medaljer (fyra
guld, tre silver och ett brons).
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Aven denna ging skickar Svenska Skidforbundet starka representanter, med stora medaljférhoppningar, som ska bli spznnande att
folja.

Stora evenemang pd hemmaplan
Aven denna sédsong har vi fatt fortroendet att arrangera ett antal virldscuptdvlingar i Sverige. Enligt nuvarande plan: 11-12 december,
puckel, Idre Fjill, 21-23 januari, skicross, Idre, 11-12 mars, alpint, Are och 11-13 mars, lingddkning, Falun.

World Snow Day firas denna sdsong den 16 januari 2022.Dessutom tas beslutet om vem som far arrangera VM under FIS-kongressen
i maj 2022, dir Svenska Skidforbundet i skrivande stund 4r ensam kandidat.

Maojligheter och risker

Vara samarbetspartners &r i nulidget ekonomiskt stabila. Koncernens kreditrisker kopplat till kundfordringar bedoms som laga.
Budgetarbetet 2021/2022 har atergatt till en mer normal hantering men vi f6ljer kontinuerligt coronapandemin for att tidigt kunna
anpassa oss efter nya forutséttningar.

Svenska Skidforbundet dr beroende av vara samarbetspartners for att kunna bedriva verksamhet pa den niva vi gor nu och #dven for att
kunna utvecklas ytterligare. Manga branscher har drabbats hart av coronapandemin, bland dessa finns nagra av vara viktiga
samarbetspartners. Kortsiktigt har detta inte paverkat oss i s stor grad men precis som majoriteten av organisationer och foretag runt
om i virlden maste vi forbereda oss for olika scenarier och hur det ekonomiska virldsldget kan paverka verksamheten langsiktigt. Vi
har dock stora forhoppningar om att det dven fortséttningsvis kommer vara viktigt for foretag att associera sig med vara framgangsrika
idrotter och stjarnor.

Hallbarhetsrapport — #ssfhallbarhet

Arbetet runt héallbarhet &r sedan tidigare uppdelat i tre fokusomraden: social-, ekologisk- och ekonomisk hallbarhet. I den
Héllbarhetsrapport som slépptes 2020 finns dven var hallbarhetsstrategi dér det finns egna mal (kpi:er), som utgar fran i FNs 17
Globala mal.

Fokus under sdsongen har framforallt varit att integrera vara hallbarhetsmal och var hallbarhetsstrategi i kommande ars
verksamhetsplaner med det arbete som gors inom Strategi 2026. Utan integrering av de tva olika strategierna finns en stor risk att
héllbarhetsarbetet sker parallellt, vid sidan av den dagliga verksamhet, ndgot vi vill undvika.

Storst fokus finns fortfarande inom social hallbarhet och FNs globala mal nr 3, Hilsa och vilbefinnande, dér vi redan i dag gor stora
insatser. Var kidrnverksamhet handlar tydligt om att bedriva och erbjuda idrott pa ett ansvarsfullt stt.

Ett tydligt exempel pa integrerat projekt som initierats under aret ar Tour 2026, som fokuserar pa foreningsutveckling och
virdegrundsarbete pa foreningsniva. I linje med social hallbarheten finns sedan tidigare satsningen Alla pa Sno, som aktiverar barn
och ungdomar i skolan och pa fritids pa ett naturligt sitt for att sedan slussa dem vidare till vara foreningar.

En langsiktig satsning sker ocksa inom digitala utbildningar dér vi vill géra folkbildning och utbildning mer attraktivt. Detta for att
skapa trivsamma och inkluderande miljder, sé att vi blir fler och bittre. Utveckling sker med stod av centrala resurser for att underlétta
genomforandet pa grenniva. Till skillnad fran tidigare kommer uppf6ljning och utvirdering ske pa ett mer systematiskt sitt, for att
sikerstilla att forflyttning sker. Se mer om social hallbarhet under Jamstilldhet”.

Syftet med det ekologiska arbetet har tydligare formulerats, sdsongsplaner som stricker sig till 2026 har arbetats fram.

En central resurs som ansvarar for helhetsperspektivet och édven tillfér kunskap inom det ekologiska omradet har tillsatts. Kalle Olsson
Bexell har utsetts till SSF-6vergripande ansvarig for klimatfragor. Kalle har under sdsongen genomfort interna utbildningar for
personalen, nagot som fortsitter &ven kommande sidsong. Han har dven agerat bollplank till grenarna under planeringsfasen infor
kommande sdsong. For forsta gdngen nagonsin kommer vi dven genomfora en fullstindig klimatrapport for SSF. Diar kommer alla
relevanta parametrar, kopplade till vart klimatutsldpp, dokumenteras. Rapporten kommer vara startskottet for att systematiskt méta var
utveckling och se hur utbildning och beteendeforiandringar paverkar vart klimatavtryck. Klimatrapporten sker tillsammans med Gidas
som ny leverantdr och samarbetspartner.

Den stora férdndringen inom ekonomisk verksambhet &r starkt kopplat till organisatorisk samverkan inom SSF. Genom att arbeta
grendverskridande mojliggor vi langsiktiga 16sningar inom alla véra grenar. Detta giller i synnerhet for de mindre grenarna som inte
alltid har resurser, vare sig i ekonomiska eller personella, att driva alla fragor. Genom samverkan vill SSF som organisation ocksa vara
mer personoberoende och skapa en bittre arbetsmiljé med sé fa sjukskrivningar som mojligt.
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Forindringar i eget kapital, koncern

Belopp vid arets ingang
Effekter av koncernredovisning
Arets vinst

Belopp vid arets utgang

Forindringar i eget kapital, Skidféorbundet

Belopp vid arets inging
Arets vinst
Belopp vid arets utgang
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Fritt eget
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94 727 342
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16 432 463
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RESULTATRAKNING

Verksambhetsintikter
Nettoomsittning
Bidrag

Ovriga intikter

Verksamhetskostnader
Limnade bidrag och anslag
Verksamhetens kostnader
Personalkostnader
Avskrivningar av materiella
anldggningstillgangar
Ovriga rorelsekostnader

Verksamhetsresultat

Resultat fran finansiella poster

Resultat fran andelar i koncernforetag
Resultat fran andelar i intresseforetag och
gemensamt styrda foretag

Resultat fran ovriga virdepapper och
fordringar som dr anldggningstillgangar
Ovriga rinteintikter och liknande
resultatposter

Réntekostnader och liknande resultatposter

Resultat efter finansiella poster

Resultat fore skatt

Skatt pa arets resultat

Arets resultat

Hénforligt till:
Moderforetagets aktiedigare
Innehav utan bestimmande inflytande
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Koncernen Skidforbundet
2020-07-01 2019-07-01 2020-07-01 2019-07-01
Not 2021-06-30 2020-06-30 2021-06-30 2020-06-30
3,5 127 744 127 238 16 944 19 393
4 65 686 61171 50 144 47 554
6 885 7932 621 1388
200315 196 341 67 708 68 334
-9 754 -3 140 -9 754 -3 066
6,7,9 -105 351 -106 667 -22 505 -22 825
8 -68 489 -67 400 -29 059 -30074
13, 14
-2 936 -2 566 -139 -157
-612 -470 -183 -61
-187 142 -180 243 -61 640 -56 183
13 173 16 098 6 068 12 151
0 0 0 872
10
739 -1 950 739 -1 950
11
2817 229 2817 229
2 85 1 12
71 -44 -9 -6
3481 -1 680 3548 -843
16 654 14 418 9616 11 308
16 654 14 418 9616 11 308
12 -201 -173 0 0
16 453 14 245 9616 11 308
16 432 14 114
21 131

0 av 25
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BALANSRAKNING

TILLGANGAR
Anlédggningstillgangar

Materiella anldggningstillgangar
Byggnader och mark
Inventarier, verktyg och installationer

Finansiella anléiggningstillgangar
Andelar i koncernforetag

Fordringar hos koncernforetag

Andelar i intresseforetag och gemensamt
styrda foretag

Andra langfristiga virdepappersinnehav
Uppskjuten skattefordran

Summa anliggningstillgangar
Omsiittningstillgangar

Varulager m.m.
Fiardiga varor och handelsvaror

Kortfristiga fordringar

Kundfordringar

Fordringar hos koncernforetag

Aktuell skattefordran

Ovriga fordringar

Forutbetalda kostnader och upplupna intékter

Kassa och bank
Kassa och bank

Summa omsiittningstillgangar

SUMMA TILLGANGAR
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Koncernen Skidforbundet
2021-06-30 2020-06-30 2021-06-30 2020-06-30
Not
13 15801 17 214 22 25
14 4 834 6225 163 300
20 635 23439 185 325
15 0 0 8128 8028
16 0 0 12 000 0
17
50 300 50 300
18 73 325 70 761 73 250 70 760
19 4267 4362 0 0
77 642 75423 93 428 79 088
98 277 98 862 93 613 79 413
371 363 182 199
371 363 182 199
10 186 11 939 644 579
0 0 1727 14 399
148 212 87 59
34 860 28 079 34 582 27 876
2999 5404 664 2188
48 193 45 634 37 704 45 101
25 749 16 778 5601 1190
25749 16 778 5601 1190
74 313 62 775 43 487 46 490
172 590 161 637 137 100 125 903

1 av 25
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BALANSRAKNING Koncernen Skidférbundet

2021-06-30 2020-06-30 2021-06-30 2020-06-30

Not
EGET KAPITAL OCH SKULDER
Eget kapital, koncern
0 0

Annat eget kapital inklusive arets resultat 110 222 93 789
Eget kapital hanforligt till moderforetagets
aktiedgare 110 222 93 789
Innehav utan bestimmande inflytande 959 938
Summa eget kapital, koncern 111 181 94 727
Eget kapital, moderforetag
C:)kning av eget kapital 95 228 83921
Arets resultat 9616 11 308
Eget kapital vid arets slut 104 844 95229
Avsittningar 20
Fondavsittningar 3907 1905 3907 1905
Uppskjuten skatteskuld 19 31 18 0 0
Summa avséttningar 3938 1923 3907 1905
Kortfristiga skulder
Checkrikningskredit 38 0 38 0
Forskott fran kunder 0 18 0 0
Leverantorsskulder 14 015 12 925 4729 2264
Skulder till intresseforetag och gemensamt
styrda foretag 217 1717 0 1500
Ovriga skulder 4013 4524 1753 2 444
Upplupna kostnader och forutbetalda intikter 21 39 188 45 803 21 829 22 561
Summa Kortfristiga skulder 57471 64 987 28 349 28 769
SUMMA EGET KAPITAL OCH
SKULDER 172 590 161 637 137 100 125903

2 av 25
Signerat OS, KM, LK, SK, JE, SB, EF, AF, JS
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KASSAFLODESANALYS Koncernen Skidférbundet
2020-07-01 2019-07-01 2020-07-01 2019-07-01
Not 2021-06-30 2020-06-30 2021-06-30 2020-06-30
Den lopande verksamheten
Rorelseresultat 3 13173 16 098 6 068 12 151
Justeringar for poster som inte ingar i 22
kassaflodet 3439 2927 316 152
Erhallen rinta samt dvriga finansiella intékter 3408 85 3404 12
Erlagd rinta samt ovriga finansiella kostnader =77 -44 -9 -6
Kassaflode fran den lopande verksamheten
fore foridndringar av rorelsekapital 19 943 19 066 9779 12 309
Kassaflode fran forindringar av
rorelsekapital
Minskning(+)/6kning(-) av
varulager/pagaende arbete -8 -238 17 -148
Minskning(+)/6kning(-) av kundfordringar 1670 -1 011 -65 132
Minskning(+)/6kning(-) av fordringar -4 220 -2438 -4 422 -1 318
Minskning(-)/6kning(+) av leverantérsskulder 1173 6290 2399 -694
Minskning(-)/6kning(+) av kortfristiga skulder -9295 -16 272 -3 112 -13 486
Kassaflode fran den lopande verksamheten 9263 5396 4 596 -3205
Investeringsverksamheten
Forvirv av byggnader och mark 13 -196 -650 0 0
Forvirv av inventarier, verktyg och 14
installationer 0 -5168 0 0
Forséljning av inventarier, verktyg och
installationer 65 0 0 0
Forvirv av koncernforetag 15 0 0 -100 0
Forsiljning av andelar i intresseforetag 250 0 250 484
Forvirv av finansiella anldggningstillgdngar -2 565 -29 -2490 -249
Utdelning fran langfristiga virdepapper 152 229 152 229
Forindring avséttningar 2002 349 2 003 529
Kassaflode fran investeringsverksamheten -292 -5269 -185 993
Forindring av likvida medel 8971 127 4411 2212
Likvida medel vid arets borjan 16 778 16 650 1190 3402
Likvida medel vid arets slut 25749 16 778 5601 1190
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NOTER

Not 1

Redovisnings- och virderingsprinciper

Arsredovisningen ar upprattad i enlighet med arsredovisningslagen och BFNAR 2012:1 Arsredovisning och
koncernredovisning.

Principerna ir oforandrade jamfort med féregaende ar.

Resultatrikningen

Verksamhetsintikter

Endast det inflode av ekonomiska fordelar som organisationen erhallit eller kommer att erhalla for egen rikning redovisas
som intikt.

Intidkter virderas, om inget sirskilt anges nedan, till verkliga virdet av det som erhallits eller kommer att erhallas. Nedan
beskrivs, for respektive intdktspost, nir intiktsredovisning sker.

Gavor och bidrag

En transaktion i vilken organisationen tar emot en tillgang eller en tjinst som har ett virde utan att ge tillbaka motsvarande
virde i utbyte dr en gava eller ett erhéllet bidrag. Om tillgdngen eller tjansten erhalls dérfor att organisationen uppfyllt eller
kommer att uppfylla vissa villkor och om organisationen har en skyldighet att aterbetala till motparten om villkoren inte
uppfylls, ir det ett erhallet bidrag. Ar det inte ett bidrag ir det en gava.

Gavor

Gavor redovisas som huvudregel som intdkt nér de erhalls. Gavor som organisationen avser att stadigvarande bruka i
verksamheten redovisas som anliggningstillgangar. Gavor som organisationen avser att skiinka vidare redovisas inte som
intédkt eller varulager per balansdagen. Ovriga gavor redovisas som omsittningstillgangar.

Bidrag

Bidrag redovisas som intikt nir villkoren for att erhélla bidraget har uppfyllts. Erhallna bidrag redovisas som skuld till dess
villkoren for att erhalla bidraget uppfylls. Bidrag som erhallits for att ticka kostnader redovisas samma rikenskapsar som
den kostnad bidraget avser att ticka. Bidrag som hénfor sig till en anldggningstillgang minskar anskaffningsvirdet. Erhallna
bidrag virderas till det verkliga vérdet av den tillgang som organisationen fatt eller kommer att fa.

Balansrikningen
Tillgdngar, skulder och avsittningar vérderas till anskaffningsvirde om inget annat anges nedan.

Andamalsbestimda medel
I posten Andamalsbestimda medel i eget kapital redovisas dnnu inte forbrukade gavor och andra dndamalsbestimda medel.
Se dven eget-kapital rapporten.

Fordringar
Fordringar har upptagits till de belopp varmed de beriknas inflyta.

eriga tillgangar, avsdttingar och skulder
Ovriga tillgangar, avsittningar och skulder har virderats till anskaffningsviarden om inget annat anges nedan.

Intiiktsredovisning

Intidkter redovisas till det verkliga virdet av vad som erhallits eller vad som kommer att erhallas och periodiseras till den
tidpunkt intékten avser. Intdkter i form av bidrag och sponsorintikter redovisas nir bindande beslut finns fran bidrags- eller
sponsorgivare. Om bidrag eller sponsorintékter avser bestimd tidsperiod, periodiseras bidraget eller sponsorintikten over
denna period.

Likvida medel

Likvida medel inkluderar kassamedel och disponibla tillgodohavanden hos banker, andra kreditinstitut samt andra
kortfristiga likvida placeringar som létt kan omvandlas till kontanter och &r foremal for en obetydlig risk for
virdefluktuationer. For att klassificeras som likvida medel far 16ptiden inte verskrida tre manader fran tidpunkten for
forvirvet.
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NOTER

Materiella anliiggningstillgangar

Materiella anldggningstillgdngar redovisas till anskaffningsvirde med avdrag fér ackumulerade avskrivningar och eventuella
nedskrivningar. Alla andra utgifter for underhall och reparationer och liknande kostnadsfors den period de uppkommer.
Tillgangarna skrivs av linjart 6ver tillgangarnas bedomda nyttjandeperiod forutom mark som inte skrivs av. Offentliga bidrag
som hinfor sig till forvirv av en anlidggningstillgang minskar anldggningstillgangens anskaffningsvirde. Nyttjandeperioden
omprdvas per varje balansdag.

Da skillnaden i forbrukningen av en materiell anlidggningstillgangs betydande komponenter bedoms vara visentlig, delas
tillgangen upp pa dessa komponenter. Foretagets fastigheter har dérfor fran 2013-07-01 delats upp i vdsentliga komponenter
som skrivs av liljart 6ver des beddmda nyttjandeperiod. Avsktivning paborjas det ar den materiella anldggningstillgangen
kan tas i bruk. Foljande nyttjandeperioder tillimpas:

Antal ar
Stomme och grund 100
Stomkompletteringar/ innerviggar 50
Viarmeanldggning, VVS, El, Fasad, Yttertak 40
Inre Ytskikt, styr- och 6vervakningssystem, transport (hiss) 10-25
Ventilation, Ovriga fastighetskomponenter 20
Inventarier, verktyg, maskiner och datorer 3-5
Mediacenter infor Are 2019 3

Det redovisade virdet for en materiell anldggningtillgang tas bort fran balansrikningen vid utrangering eller avyttring, eller
nér inte nagra framtida ekonomiska fordelar vintas fran anvindning eller utrangering/avyttring av tillgangen eller
komponenten.

Finansiella anldggningstillgangar
Finansiella instrument virderas utifran anskaffningsvirde.

For finansiella anldggningstillgangar som inte virderas till upplupet anskaffningsvirde, beriknas nedskrivningen som
skillnaden mellan tillgangens redovisade virde och det hogsta av verkligt virde med avdrag for forsiljningskostnader, och
nuvirdet av foretagsledningens bésta uppskattning av de framtida kassafloden tillgangen forvintas ge.

Leasing

Ett finansiellt leasingavtal &r ett leasingavtal enligt vilket de ekonomiska risker och fordelar som dr forknippade med att dga
en tillgang i allt vésentligt 6verfors fran leasegivaren till leasetagaren. Ett operationellt leasingavtal ir ett leasingavtal som
inte r ett finansiellt leasingavtal.

Leasetagare

Riittigheter och skyldigheter enligt finansiella leasingavtal redovisas som tillgang och skuld i balansriakningen. Tillgangen
och skulden redovisas till det ldgsta av tillgangens verkliga virde och nuvérdet av minimileaseavgifterna, faststillda vid
leasingavtalets ingdende. Leasingavgifterna fordelas pa ridnta och amortering av skulden enligt effektivrantemetoden.
Variabla avgifter redovisas som kostnad det rikenskapsar utgifterna uppkommer.

Samtliga leasingavtal kostnadsfors linjért 6ver leasingperioden.
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NOTER

Inkomstskatt

Aktuell skatt dr inkomstskatt for innevarande rikenskapsar som avser arets skattepliktiga resultat och den del av tidigare
rikenskapsars inkomstskatt som dnnu inte har redovisats.

Aktuell skatt virderas till det sannolika beloppet enligt de skattesatser och skatteregler som giller pa balansdagen.

Uppskjuten skatt dr inkomstskatt for skattepliktigt resultat avseende framtida rikenskapsar till f6ljd av tidigare transaktioner
eller hindelser.

Uppskjuten skatt beriknas pa temporira skillnader. En temporir skillnad finns nir det redovisade virdet pa en tillgang eller
skuld skiljer sig fran det skatteméssiga virdet. Temporira skillnader beaktas ej i skillnader hinforliga till investeringar i
dotterforetag, filialer, intresseforetag eller joint venture om foretaget kan styra tidpunkten for aterforing av de temporira
skillnaderna och det inte &r uppenbart att den temporira skillnaden kommer att aterforas inom en 6verskadlig framtid.
Skillnader som hirror fran den forsta redovisningen av goodwill eller vid den forsta redovisningen av en tillgang eller skuld
savida inte den hénforliga transaktionen ir ett rorelseforvirv eller paverkar skatt eller redovisat resultat utgér inte heller
temporira skillnader.

Uppskjuten skattefordran avseende underskottsavdrag eller andra framtida skattemissiga avdrag redovisas i den omfattning
det &r sannolikt att avdragen kan avridknas mot framtida skattemissiga overskott.

I koncernen forekommer temporira skillnader i dotterforetaget Ski Team Sweden AB. I moderféreningen finns inga
temoprira skillnader.

Avsdttningar

Avsittningar redovisas nér det finns en legal eller informell forpliktelse till f6ljd av en tidigare hdndelse, det dr sannolikt att
ett utflode av resurser kommer att krdvas for att reglera forpliktelsen och beloppen kan uppskattas pa ett tillforlitligt sétt.
Tidpunkten eller beloppet for utflédet kan fortfarande vara osiker.

En avsittning redovisas till den biésta uppskattningen av det belopp som krivs for att reglera forpliktelsen pa balansdagen.
Avsittningar tas endast i ansprak for de utgifter som avsittningen ursprungligen var avsedd for. Avsittningar diskonteras till
sina nuvirden dir pengars tidsvirde dr visentligt.

Ersdttningar till anstdllda

Pensioner

Ersittningar till anstillda i form av 16ner, bonus betald semester, betald sjukfranvaro mm samt pensioner redovisas i takt
med intjanandet. Betrdffande pensioner och andra ersittningar efter avslutad anstéllning klassificeras dessa som
avgiftsbelagda eller formansbestdmda pensionsplaner. Foretaget har endast avgiftsbestimda pensionsplaner Det finns inga
Ovriga langfristiga ersittningar till anstéllda.

Koncernredovisning

Dotterforetag

Dotterforetag dr foretag i vilka moderforetaget direkt eller indirekt innehar mer &n 50 % av rostetalet eller pa annat sitt har
ett bestimmande inflytande. Bestimmande inflytande innebér en ritt att utforma ett foretags finansiella och operativa
strategier i syfte att erhalla ekonomiska fordelar. Redovisningen av rorelseforvirv bygger pa enhetssynen. Det innebér att
forvdrvsanalysen upprittas per den tidpunkt da forvirvaren far bestimmande inflytande. Fran och med denna tidpunkt ses
forvarvaren och den forvirvade enheten som en redovisningsenhet. Tillimpningen av enhetssynen innebér vidare att alla
tillgangar (inklusive goodwill) och skulder samt intékter och kostnader medriiknas i sin helhet dven for deldgda
dotterforetag.

Anskaffningsvirdet for dotterforetag beriiknas till summan av verkligt virde vid forvérvstidpunkten for erlagda tillgangar
med tilligg av uppkomna och 6vertagna skulder samt emitterade egetkapitalinstrument, utgifter som &r direkt hanforliga till
rorelseforvirvet samt eventuell tilldggskopeskilling. I forvirvsanalysen faststills det verkliga virdet, med nagra undantag,
vid forvirvstidpunkten av forvirvade identifierbara tillgangar och dvertagna skulder samt minoritetsintresse.
Minoritetsintresse virderas till verkligt virde vid forvirvstidpunkten. Fran och med forvirvstidpunkten inkluderas i
koncernredovisningen det forvirvade foretagets intikter och kostnader, identifierbara tillgangar och skulder liksom eventuell
uppkommen goodwill eller negativ goodwill.
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NOTER

Not 2

Intresseforetag

Aktieinnehav i intresseforetag, i vilka koncernen har ligst 20% och hogst 50% av rosterna eller pa annat sitt har ett
betydande inflytande dver den driftsméssiga och finansiella styrningen, redovisas enligt kapitalandelsmetoden.
Kapitalandelsmetoden innebir att det i koncernen redovisade virdet pa aktier i intresseféretag motsvaras av koncernens
andel i intresseforetagens egna kapital, eventuella restvirden pa koncernmissiga 6ver- och undervirden, inklusive goodwill
och negativ goodwill reducerat med eventuella internvinster. I koncernens resultatrikning redovisas som "Andel i
intresseforetags resultat” koncernens andel i intresseforetagens resultat efter skatt justerat for eventuella avskrivningar pa
eller upplosningar av forvirvade dver-respektive undervérden, inklusive avskrivning pa goodwill/ upplosning av negativ
goodwill. Erhallna utdelningar fran intresseforetag minskar redovisat vérde. Vinstandelar upparbetade efter forvirven av
intresseforetagen som dnnu inte realiserats genom utdelning, avsiitts till kapitalandelsfonden.

Eliminering av transaktioner mellan koncernforetag och intresseforetag
Koncerninterna fordringar och skulder, intékter och kostnader och orealiserade vinster eller forluster som uppkommer vid
transaktioner mellan koncernforetag, elimineras i sin helhet.

Kassaflodesanalys
Kassaflodesanalys har upprittats enligt indirekt metod.

Uppskattningar och bedomningar

Koncernen gor uppskattningar och antaganden och antaganden om framtiden. De uppskattningar f6r redovisningsindmal
som blir foljden av dessa, kommer definitionsmaéssigt, sidllan att motsvara det verkliga resultatet. De uppskattningar och
antaganden som innebér en betydande risk for visentliga justeringar i redovisade virden for tillgangar och skulder under
néistkommande rikenskapsar behandlas i huvudsak nedan

Provning av nedskrivningsbehov for anliggningstillgangar
Koncernen har betydande virden redovisade i balansrikningen avseende anldggningstillgangar. Tillgangarna testas arligen
for nedskrivningsbehov i enlighet med koncernens redovisningsprinciper.

UPPLYSNINGAR TILL ENSKILDA POSTER

Not 3

Not 4

Nettoomséttning Koncernen Skidférbundet
2020/2021 2019/2020 2020/2021 2019/2020

Fordelning nettoomsiittning

Deltagaravgifter 4269 6303 2 069 3921
Forsidkringsintédkt 0 800 0 800
Sponsorintikter / T'V-intikter 100 328 89 122 4 821 6102
Barterintikter 11 478 14 334 0 0
Ovrigt 11 668 16 679 10 054 8 570

127 743 127 238 16 944 19 393
Bidrag Koncernen Skidférbundet

. 2020/2021 2019/2020 2020/2021 2019/2020
Ovriga rorelseintiikter uppdelade pa

intiktsslag

Bidrag RF 19 110 16 734 18 099 16 728
Landslagsstod RF 6443 5585 1679 1 664
Bidrag SOK 13 463 11171 5385 3575
Bidrag FIS 6076 5147 4982 3409
Ovriga bidrag 20 594 22 534 19 999 22 178

65 686 61171 50 144 47 554
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Not 5

Not 6

Not 7

Not 8

Inkop och forséljning inom
koncernen

Andel av forsiljningen som avser

koncernforetag
Andel av inkdpen som avser
koncernforetag

Koncerninterna inkdp eller forséljningar har eliminerats i

koncernredovisningen.

Leasingavtal - Operationell leasing

leasetagare

Under aret har foretagets
leasingavgifter
uppgatt till

Framtida minimileasingavgifter for
icke uppsédgningsbara leasingavtal,

forfaller till betalning enligt
foljande:

Inom 1 ar

Mellan 2 till 5 ar

Ersittning till revisorer

Edlund & Partners AB
Revisionsuppdrag
Revisionsverksamhet utéver
revisionsuppdrag

Ovriga tjinster

Koncernen Skidforbundet
2020/2021 2019/2020 2020/2021 2019/2020
- - 7,4% 7,0%
- - 1,5% 2,2%
Koncernen Skidforbundet
2020/2021 2019/2020 2020/2021 2019/2020
6233 1623 860 424
2211 1 655 876 432
8 840 6 620 3504 1729
11 051 8275 4 380 2 161
Koncernen Skidforbundet
2020/2021 2019/2020 2020/2021 2019/2020
268 200 100 100
116 20 116 10
123 270 90 83
507 490 306 193

Med revisionsuppdrag avses revisors arbete for den lagstadgade revisionen och med revisionsverksambhet olika typer av
kvalitetssikringstjanster. Ovriga tjdnster dr sadant som inte ingar i revisionsuppdrag, revisionsverksamhet eller

skatteradgivning.
Personal

Medelantalet anstillda

Medelantalet anstillda bygger pa av

bolaget betalda

nérvarotimmar relaterade till en

normal arbetstid.

Medelantal anstillda har varit
varav kvinnor
varav min
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Koncernen
2020/2021 2019/2020
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30 23
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Skidforbundet
2020/2021 2019/2020
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NOTER

Loner, ersittningar m.m.

Loner, ersittningar, sociala
kostnader och

pensionskostnader har utgatt med

foljande belopp:
Styrelsen och VD /
forbundsdirektoren:
Loner och ersittningar 1777 1418 1542 1418
Pensionskostnader 369 327 369 327
Bilersittning skattefri 13 8 13 8
2159 1753 1924 1753
Ovriga anstillda:
Loner och ersittningar 47 304 44 618 17 400 18 452
Pensionskostnader 4786 5514 1934 3166
52090 50 132 19 334 21618
Sociala kostnader 15 346 14 283 6617 6 200
Summa styrelse och ovriga 69 595 66 168 27 875 29 571
Konsfordelning i styrelse och
foretagsledning
Antal styrelseplatser ( i koncernen
avses totala antalet ledamoter i
samtliga bolag) 31 26 7 7
varav kvinnor 10 12 3 4
varav min 21 14 4 3
Antal 6vriga befattningshavare inkl.
VD och forbundsdirektor 3 3 1 1
varav kvinnor 1 1 0 0
varav midn 2 2 1 1

Avtal om avgangsvederlag
Mellan foretaget och forbundsdirektdren géller en uppsidgning om 6 méanader fran forbundsdirektorens sida och 6 manader
fran foretagets sida. I ovrigt finns inget avtalat.

Not9  Verksamhetens kostnader Koncernen Skidforbundet
2020/2021 2019/2020 2020/2021 2019/2020

Utrustning och material 10 098 12 101 979 1475
Liftkostnader 2 009 2024 539 495
Kost och logi 19 700 23 810 3175 5817
Kostnader flyg 6 069 11 336 1130 1878
Ovriga resekostnader 3023 8407 773 1563
Téavlingsarrangemang /
Konsulttjénster 38 750 29 087 6756 6051
Ovriga verksamhetskostnader 25702 19 902 9153 5 546
105 351 106 667 22 505 22 825
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NOTER

Not 10 Resultat fran andelar i
intresseforetag och gemensamt
styrda foretag

Resultat vid avyttring av andel i
intressebolag

Nedskrivningar

Aterforing reservering andel i
intressebolag

Not 11 Resultat fran évriga virdepapper
och fordringar som ér

anliggningstillgang

Utdelning
Realisationsresultat

Not 12  Skatt pa arets resultat

Koncernen

Aktuell skatt
Uppskjuten skatt

Avstamning av effektiv skatt
Resultat fore skatt

Skattekostnad 21,40% (21,40%)

Skatteeffekt av:

Ej avdragsgilla kostnader
Skatteméssiga justeringar
Underskottsavdrag som nyttjas i ar
I &r uppkomna underskottsavdrag
Forandring Uppskjuten skatt
Avrundningsdifferens

Summa

Not 13 Byggnader och mark

Ingéende anskaffningsvirde
Inkop

Erhallna bidrag

Utgaende ackumulerade
anskaffningsvirden
Ingaende avskrivningar
Arets avskrivningar
Utgaende ackumulerade
avskrivningar

Utgaende redovisat vérde

Redovisat virde byggnader

Transaktion 09222115557454198741

Koncernen Skidforbundet
2020/2021 2019/2020 2020/2021 2019/2020
-14 828 0 -14 828 0
-76 -450 -76 -450
15 642 -1 500 15 642 -1 500
738 -1 950 738 -1 950
Koncernen Skidforbundet
2020/2021 2019/2020 2020/2021 2019/2020
152 266 152 266
2 665 -37 2 665 -37
2817 229 2817 229
2020/2021 2019/2020
-93 0
-108 -173
-201 -173
16 654 14 418
-3 564 -3 085
-18 -71
95 94
3851 3067
-28 -5
-108 -173
-429 0
-201 -173
Koncernen Skidforbundet
2021-06-30 2020-06-30 2021-06-30 2020-06-30
102 053 101 402 6104 6 104
196 650 0 0
-50 849 -50 849 -4 495 -4 495
51 400 51203 1 609 1 609
-33 990 -32 342 -1 585 -1 582
-1 609 -1 647 -2 -2
-35 599 -33 989 -1 587 -1584
15801 17 214 22 25
15801 17 214 22 25
15 801 17 214 22 25

0 av 25
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Not 14 Inventarier, verktyg och

Not 15

installationer

Ingéende anskaffningsvirde
Inkop
Forsiljningar/utrangeringar
Erhallna bidrag

Utgaende ackumulerade
anskaffningsvérden
Ingdende avskrivningar
Forsiljningar/utrangeringar
Arets avskrivningar
Utgaende ackumulerade
avskrivningar

Utgaende redovisat virde

Andelar i koncernforetag
Koncernen

Foretag
Organisationsnummer
Skidforbundet

Foretag

Organisationsnummer

Ski Team Sweden AB
556818-0680

Svenska Skidspelen AB
556519-5483

Beyond Skiing Foundation AB
556836-4920

Svenska Skidforbundet Events AB
559279-3383

Uppgifter om eget kapital och
resultat

Ski Team Sweden AB

Svenska Skidspelen AB

Beyond Skiing Foundation AB
Svenska Skidforbundet Events AB

Sammanstillning

Ingéende anskaffningsvirde
Inkop

Arets avyttring / aterbetalning
Utgaende ackumulerade
anskaffningsvirden
Ingaende nedskrivningar
Aterford nedskrivning
Utgaende ackumulerade
nedskrivningar

Utgaende redovisat vérde

Siite

Siite

Falun

Falun

Falun

Falun

Transaktion 09222115557454198741

Koncernen Skidforbundet
2021-06-30 2020-06-30 2021-06-30 2020-06-30
10 183 5016 864 1403 000
0 5168 0 0
-83 0 0 -1 401 597
-1 626 -1 626 0 -539
8 474 8 558 864 864
-2 333 -1414 -564 -409
20 0 0 0
-1 326 -919 -137 -155
-3 640 -2 333 -701 -564
4834 6225 163 300
2021-06-30 2020-06-30
Antal/Kap. Redovisat Redovisat
andel % virde virde
2021-06-30 2020-06-30
Antal/Kap. Redovisat Redovisat
andel % virde virde
100 7 356 7 356
100,00%
1275 637 637
51,00%
350 35 35
70,00%
1 000 100 0
100,00%
8 128 8 028
Eget kapital Resultat
11 565 3617
1347 167
998 -135
441 341
16 815 17 115
100
0 -483
16 915 16 815
-8 787 -9 659
0 872
-8 787 -8 787
8128 8 028

=21 av 25
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Not 16 Fordringar hos koncernforetag

Omklassificering fran kortfristig
fordran

Utgaende ackumulerade
anskaffningsvirden

Utgaende redovisat vérde

Not 17 Andelar i intresseforetag och
gemensamt styrda foretag
Skidforbundet / Koncernen

Foretag
Organisationsnummer
Skidférbundet / Koncernen

Foretag
Organisationsnummer
Are 2019 AB
556973-4717

WCR 2019 Jamtland Hirjedalen AB

559013-1511
Tour2020 Sverige Norge AB
559172-2854

Uppgifter om eget kapital och
resultat

WCR 2019 Jamtland Hérjedalen AB

Tour2020 Sverige Norge AB i
likvidation

Sammanstillning

Ingaende anskaffningsvirde
Forsiljningar/ aterbetalning
Utgaende ackumulerade
anskaffningsvirden
Ingaende nedskrivningar
Arets nedskrivningar
Utgaende ackumulerade
nedskrivningar

Utgaende redovisat virde

Siite

Siite

Are

Transaktion 09222115557454198741

Koncernen Skidforbundet

2021-06-30 2020-06-30 2021-06-30 2020-06-30

0 0 12 000 0

0 0 12 000 0

0 0 12 000 0

2021-06-30 2020-06-30

Antal/Kap. Redovisat Redovisat

andel % varde varde

2021-06-30 2020-06-30

Antal/Kap. Redovisat Redovisat

andel % virde virde

500 0 0
50,00%

500 50 50
50,00%

2 500 0 250
50,00%

50 300

Eget kapital Resultat

758 190

750 750

-175 0

575 750

-450 0

-75 -450

-525 -450

50 300

=22 av 25
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Not 18 Andra langfristiga

Not 19

Not 20

Not 21

virdepappersinnehav
Skidforbundet / Koncernen

Virdepapper

Depa Soderberg & Partner
Depa Swedbank Robur
Ovriga fonder

Pa balansdagen uppgar marknadsvirdet pa ovanstaende virdepapper till totalt 82 701 (75 732) KSEK.

Ingéende anskaffningsvirde
Inkop

Utgaende ackumulerade
anskaffningsvirden
Utgaende redovisat vérde

Uppskjuten skatt
Skidforbundet / Koncernen

Byggnader och mark

Byggnader och mark

Avsittningar

Hjartat slar for skidor
Ingemar Stenmark, Herman
Nogler-fonden
Gundefonden

Uppskjuten skatt

Upplupna kostnader och
forutbetalda intékter

Forutbetalda sponsorintikter
Upplupna Personalrelaterade
kostnader, 16n soc mm
Ovriga upplupna kostnader

Transaktion 09222115557454198741

2021-06-30 2020-06-30
36 128 33993
35744 35248
1378 1519
73 250 70 760
70 760 70 511
2490 249
73 250 70 760
73 250 70 760
2021-06-30
Temporir Uppskjuten Uppskjuten
skillnad skattefordran skatteskuld
19939 4267 0
4267 0
2020-06-30
Temporéir Uppskjuten Uppskjuten
skillnad skattefordran skatteskuld
20 383 4362 0
4362 0
Koncernen Skidforbundet
2021-06-30 2020-06-30 2021-06-30 2020-06-30
2 862 854 2 862 854
720 726 720 726
325 325 325 325
31 18 0 0
39038 1923 3907 1905
Koncernen Skidforbundet
2021-06-30 2020-06-30 2021-06-30 2020-06-30
32095 39241 18 882 19 956
3483 2963 2297 2029
3610 3599 650 576
39 188 45 803 21 829 22 561

3 av 25
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Not 22

Not 23

Not 24

Not 25

Not 26

Justering for poster som inte ingar
i kassaflodet

Avskrivningar
Kurs- och valutaeffekter
Disposition av vinst eller forlust

Forslag till disposition av
foreningens vinst

Till arsstimmans forfogande star
balanserad vinst

arets vinst

Styrelsen foreslar att
i ny rdkning 6verfores

Stillda siikerheter

Pantsatta viardepapper
Summa stillda sdkerheter

Koncernforhallanden

Koncernen

2021-06-30 2020-06-30

2935 2 567
504 360

Skidforbundet

2021-06-30 2020-06-30

139 157
176 0

3439 2927

95228
9616
104 844

104 844

104 844

Koncernen
2021-06-30 2020-06-30

20 000 0

315 157

Skidforbundet
2021-06-30 2020-06-30

20 000 0

20 000 0

20 000 0

Bolaget dr moderbolag i koncernen och med dotterforetagen enligt not 15. Koncernredovisning upprittas endast i detta

bolag.

Definition av nyckeltal

Soliditet

Justerat eget kapital i procent av balansomslutning

Avkastning pa eget kapital

Resultat efter finansiella poster i procent av genomsnittligt justerat eget kapital

Kassalikviditet

Omsittningstillgangar exkl. varulager i procent av kortfristiga skulder

Sjélvfinansieringsgrad

Del av rorelsens intidkter som inte genererats via offentliga bidrag.
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Falun 2021-

Karin Mattsson
Ordforande

Lennart Kill

Johan Starck

Var revisionsberittelse har lamnats den

Edlund & Partners AB

Jens Edlund
Auktoriserad revisor
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Evidence quality of Scrive e-signed documents

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2021-09-22 13:58:48.258258 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      194.0.65.8

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        The initiator Johan Gräfnings (JG) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-10-02 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2021-09-22 13:58:48.258258 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ola.stromberg@skidor.com) to Ola Strömberg (OS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-22 13:58:48.258258 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (karin.mattsson@skidor.com) to Karin Mattsson (KM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-22 13:58:48.258258 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kall.lennart@gmail.com) to Lennart Käll (LK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-22 13:58:48.258258 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Susanna.Karlevill@kopparstaden.se) to Susanna Karlevill (SK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-22 13:58:48.258258 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (stefan.bessman@skidor.com) to Stefan Bessman (SB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-22 13:58:48.258258 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (evalenafrick61@gmail.com) to Eva-Lena Frick (EF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-22 13:58:48.258258 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.furbeck@outlook.com) to Anders Furbeck (AF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-22 13:58:48.258258 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (starck.johan@gmail.com) to Johan Starck (JS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-22 13:58:54.896662 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eva-Lena Frick (EF) was delivered.

      


    

  



  

  

    		2021-09-22 13:59:02.293207 UTC ±7 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ola Strömberg (OS) was delivered.

      


    

  



  

  

    		2021-09-22 13:59:17.51929 UTC ±8 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Starck (JS) was delivered.

      


    

  



  

  

    		2021-09-22 13:59:24.053022 UTC ±8 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lennart Käll (LK) was delivered.

      


    

  



  

  

    		2021-09-22 13:59:24.087521 UTC ±8 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Susanna Karlevill (SK) was delivered.

      


    

  



  

  

    		2021-09-22 13:59:24.120264 UTC ±8 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Stefan Bessman (SB) was delivered.

      


    

  



  

  

    		2021-09-22 13:59:24.153401 UTC ±8 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Furbeck (AF) was delivered.

      


    

  



  

  

    		2021-09-22 13:59:31.11302 UTC ±8 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Karin Mattsson (KM) was delivered.

      


    

  



  

  

    		2021-09-22 14:04:10.898016 UTC ±10 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      78.73.125.210

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/93.0.4577.78 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Ola Strömberg (OS) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2021-09-22 14:04:12.446587 UTC ±10 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ola.stromberg@skidor.com was opened.

      


    

  



  

  

    		2021-09-22 14:04:18.959435 UTC ±10 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      78.73.125.210

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/93.0.4577.78 Mobile/15E148 Safari/604.1

      

    

    		

      

        Ola Strömberg (OS) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Jonas Sven Ola Strömberg

    
ID number: 

  197101072754



  

  

  

  

  

    
IP: 78.73.125.210

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2021-09-22 14:04:19.708859 UTC ±10 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      78.73.125.210

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/93.0.4577.78 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Ola Strömberg (OS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-22 14:04:19.766323 UTC ±10 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      78.73.125.210

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/93.0.4577.78 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Ola Strömberg (OS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-22 14:04:47.209435 UTC ±10 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      78.73.125.210

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/93.0.4577.78 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Ola Strömberg (OS) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning SSF  21-06-30" med transaktionsnummer 9222115557454198741.










Data returned from 

  CGI

:

  
Name: Jonas Sven Ola Strömberg

  
ID number: 

  197101072754



  
IP: 78.73.125.210


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-09-22 14:26:41.487298 UTC ±19 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to karin.mattsson@skidor.com was opened.

      


    

  



  

  

    		2021-09-22 14:27:53.642576 UTC ±20 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      155.4.80.112

      

        Mozilla/5.0 (iPad; CPU OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Karin Mattsson (KM) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2021-09-22 14:28:06.349632 UTC ±20 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      155.4.80.112

      

        Mozilla/5.0 (iPad; CPU OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        Karin Mattsson (KM) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Karin Anna Birgitta Mattsson

    
ID number: 

  197203288241



  

  

  

  

  

    
IP: 155.4.80.112

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2021-09-22 14:28:06.923597 UTC ±20 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      155.4.80.112

      

        Mozilla/5.0 (iPad; CPU OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Karin Mattsson (KM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-22 14:28:34.945987 UTC ±20 ms

    		2021-09-22 13:45:34.346852 UTC

    		

      155.4.80.112

      

        Mozilla/5.0 (iPad; CPU OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Karin Mattsson (KM) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning SSF  21-06-30" med transaktionsnummer 9222115557454198741.










Data returned from 

  CGI

:

  
Name: Karin Anna Birgitta Mattsson

  
ID number: 

  197203288241



  
IP: 155.4.80.112


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-09-22 15:52:35.918577 UTC ±4 ms

    		2021-09-22 15:45:38.235567 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to starck.johan@gmail.com was opened.

      


    

  



  

  

    		2021-09-22 16:38:12.860702 UTC ±15 ms

    		2021-09-22 15:45:38.235567 UTC

    		

      88.206.254.109

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.63 Safari/537.36 Edg/93.0.961.47

      

    

    		

      

        The party Johan Starck (JS) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2021-09-22 16:38:19.868355 UTC ±15 ms

    		2021-09-22 15:45:38.235567 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to starck.johan@gmail.com was opened.

      


    

  



  

  

    		2021-09-22 16:38:22.40563 UTC ±15 ms

    		2021-09-22 15:45:38.235567 UTC

    		

      88.206.254.109

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.63 Safari/537.36 Edg/93.0.961.47

      

    

    		

      

        Johan Starck (JS) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: JOHAN STARK

    
ID number: 

  195709262413



  

  

  

  

  

    
IP: 90.235.65.218

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2021-09-22 16:38:22.866785 UTC ±15 ms

    		2021-09-22 15:45:38.235567 UTC

    		

      88.206.254.109

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.63 Safari/537.36 Edg/93.0.961.47

      

    

    		

      

        The party Johan Starck (JS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-22 16:38:46.825856 UTC ±15 ms

    		2021-09-22 15:45:38.235567 UTC

    		

      88.206.254.109

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.63 Safari/537.36 Edg/93.0.961.47

      

    

    		

      

        The document was signed by Johan Starck (JS) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning SSF  21-06-30" med transaktionsnummer 9222115557454198741.










Data returned from 

  CGI

:

  
Name: JOHAN STARK

  
ID number: 

  195709262413



  
IP: 90.235.65.218


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-09-22 16:44:58.922534 UTC ±17 ms

    		2021-09-22 15:45:38.235567 UTC

    		

      90.129.211.123

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Stefan Bessman (SB) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2021-09-22 16:45:04.394258 UTC ±17 ms

    		2021-09-22 15:45:38.235567 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to stefan.bessman@skidor.com was opened.

      


    

  



  

  

    		2021-09-22 16:45:25.102934 UTC ±17 ms

    		2021-09-22 15:45:38.235567 UTC

    		

      90.129.211.123

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        Stefan Bessman (SB) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Stefan Magnus Bessman

    
ID number: 

  196212231010



  

  

  

  

  

    
IP: 90.129.211.123

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2021-09-22 16:45:25.752485 UTC ±17 ms

    		2021-09-22 15:45:38.235567 UTC

    		

      90.129.211.123

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Stefan Bessman (SB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-22 16:46:54.275795 UTC ±1 ms

    		2021-09-22 16:45:41.647048 UTC

    		

      90.129.211.123

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_7_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Stefan Bessman (SB) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning SSF  21-06-30" med transaktionsnummer 9222115557454198741.










Data returned from 

  CGI

:

  
Name: Stefan Magnus Bessman

  
ID number: 

  196212231010



  
IP: 90.129.211.123


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-09-22 16:47:43.531935 UTC ±1 ms

    		2021-09-22 16:45:41.647048 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.furbeck@outlook.com was opened.

      


    

  



  

  

    		2021-09-22 18:13:27.146735 UTC ±7 ms

    		2021-09-22 17:45:44.271467 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to evalenafrick61@gmail.com was opened.

      


    

  



  

  

    		2021-09-22 18:13:28.768923 UTC ±7 ms

    		2021-09-22 17:45:44.271467 UTC

    		

      213.50.164.1

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36 Edg/93.0.961.52

      

    

    		

      

        The party Eva-Lena Frick (EF) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2021-09-22 18:13:54.363633 UTC ±7 ms

    		2021-09-22 17:45:44.271467 UTC

    		

      213.50.164.1

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36 Edg/93.0.961.52

      

    

    		

      

        Eva-Lena Frick (EF) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: EVA-LENA FRICK

    
ID number: 

  196104282469



  

  

  

  

  

    
IP: 213.50.164.1

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2021-09-22 18:13:54.996852 UTC ±7 ms

    		2021-09-22 17:45:44.271467 UTC

    		

      213.50.164.1

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36 Edg/93.0.961.52

      

    

    		

      

        The party Eva-Lena Frick (EF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-22 18:14:29.555594 UTC ±7 ms

    		2021-09-22 17:45:44.271467 UTC

    		

      213.50.164.1

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36 Edg/93.0.961.52

      

    

    		

      

        The document was signed by Eva-Lena Frick (EF) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning SSF  21-06-30" med transaktionsnummer 9222115557454198741.










Data returned from 

  CGI

:

  
Name: EVA-LENA FRICK

  
ID number: 

  196104282469



  
IP: 213.50.164.1


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-09-22 20:40:38.615459 UTC ±17 ms

    		2021-09-22 19:45:48.223163 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kall.lennart@gmail.com was opened.

      


    

  



  

  

    		2021-09-23 04:07:18.425942 UTC ±12 ms

    		2021-09-23 03:46:05.460022 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kall.lennart@gmail.com was opened.

      


    

  



  

  

    		2021-09-23 04:48:28.347345 UTC ±4 ms

    		2021-09-23 04:46:06.769774 UTC

    		

      194.237.36.42

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Lennart Käll (LK) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2021-09-23 04:48:32.793909 UTC ±4 ms

    		2021-09-23 04:46:06.769774 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kall.lennart@gmail.com was opened.

      


    

  



  

  

    		2021-09-23 04:48:40.688347 UTC ±4 ms

    		2021-09-23 04:46:06.769774 UTC

    		

      194.237.36.42

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        Lennart Käll (LK) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: LENNART KÄLL

    
ID number: 

  195811190130



  

  

  

  

  

    
IP: 194.237.36.42

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2021-09-23 04:48:41.279165 UTC ±4 ms

    		2021-09-23 04:46:06.769774 UTC

    		

      194.237.36.42

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Lennart Käll (LK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-23 04:48:56.409683 UTC ±4 ms

    		2021-09-23 04:46:06.769774 UTC

    		

      194.237.36.42

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Lennart Käll (LK) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning SSF  21-06-30" med transaktionsnummer 9222115557454198741.










Data returned from 

  CGI

:

  
Name: LENNART KÄLL

  
ID number: 

  195811190130



  
IP: 194.237.36.42


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-09-23 07:35:48.177878 UTC ±22 ms

    		2021-09-23 06:46:11.243558 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.furbeck@outlook.com was opened.

      


    

  



  

  

    		2021-09-23 13:09:45.22182 UTC ±4 ms

    		2021-09-23 12:46:25.205058 UTC

    		

      194.0.65.8

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Anders Furbeck (AF) at the request of the user Johan Gräfnings (JG).

      


    

  



  

  

    		2021-09-23 13:10:14.17352 UTC ±4 ms

    		2021-09-23 12:46:25.205058 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Furbeck (AF) was delivered.

      


    

  



  

  

    		2021-09-23 13:58:29.004683 UTC ±3 ms

    		2021-09-23 13:46:27.319025 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.furbeck@outlook.com was opened.

      


    

  



  

  

    		2021-09-23 13:58:30.168039 UTC ±3 ms

    		2021-09-23 13:46:27.319025 UTC

    		

      109.225.124.190

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Anders Furbeck (AF) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2021-09-23 13:58:43.575727 UTC ±3 ms

    		2021-09-23 13:46:27.319025 UTC

    		

      109.225.124.190

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        Anders Furbeck (AF) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Sune Anders Furbeck

    
ID number: 

  195710018994



  

  

  

  

  

    
IP: 109.225.124.190

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2021-09-23 13:58:44.258199 UTC ±3 ms

    		2021-09-23 13:46:27.319025 UTC

    		

      109.225.124.190

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Anders Furbeck (AF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-23 13:58:44.262136 UTC ±3 ms

    		2021-09-23 13:46:27.319025 UTC

    		

      40.78.1.199

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 Safari/537.36

      

    

    		

      

        The party Anders Furbeck (AF) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2021-09-23 13:59:12.30428 UTC ±3 ms

    		2021-09-23 13:46:27.319025 UTC

    		

      109.225.124.190

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Anders Furbeck (AF) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning SSF  21-06-30" med transaktionsnummer 9222115557454198741.










Data returned from 

  CGI

:

  
Name: Sune Anders Furbeck

  
ID number: 

  195710018994



  
IP: 109.225.124.190


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-09-23 14:07:34.19997 UTC ±5 ms

    		2021-09-23 13:46:27.319025 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.furbeck@outlook.com was opened.

      


    

  



  

  

    		2021-09-23 14:13:15.320078 UTC ±7 ms

    		2021-09-23 13:46:27.319025 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.furbeck@outlook.com was opened.

      


    

  



  

  

    		2021-09-23 15:32:51.932099 UTC ±21 ms

    		2021-09-23 14:46:29.126738 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anders.furbeck@outlook.com was opened.

      


    

  



  

  

    		2021-09-24 07:54:17.311742 UTC ±4 ms

    		2021-09-24 07:47:07.807122 UTC

    		

      212.85.93.129

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        The party Susanna Karlevill (SK) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2021-09-24 07:54:23.296437 UTC ±4 ms

    		2021-09-24 07:47:07.807122 UTC

    		

      212.85.93.129

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        Susanna Karlevill (SK) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Ingrid Susanna Karlevill

    
ID number: 

  197004221409



  

  

  

  

  

    
IP: 212.85.93.129

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2021-09-24 07:54:24.719865 UTC ±4 ms

    		2021-09-24 07:47:07.807122 UTC

    		

      212.85.93.129

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        The party Susanna Karlevill (SK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-24 07:59:12.976308 UTC ±6 ms

    		2021-09-24 07:47:07.807122 UTC

    		

      212.85.93.129

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        The document was signed by Susanna Karlevill (SK) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning SSF  21-06-30" med transaktionsnummer 9222115557454198741.










Data returned from 

  CGI

:

  
Name: Ingrid Susanna Karlevill

  
ID number: 

  197004221409



  
IP: 212.85.93.129


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-09-24 07:59:12.976308 UTC ±6 ms

    		2021-09-24 07:47:07.807122 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jens@edlundpartners.se) to Jens Edlund (JE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-09-24 07:59:23.241803 UTC ±6 ms

    		2021-09-24 07:47:07.807122 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jens Edlund (JE) was delivered.

      


    

  



  

  

    		2021-09-24 10:52:47.244923 UTC ±2 ms

    		2021-09-24 10:47:14.106204 UTC

    		

      81.170.211.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        The party Jens Edlund (JE) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2021-09-24 10:52:57.294724 UTC ±2 ms

    		2021-09-24 10:47:14.106204 UTC

    		

      81.170.211.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        Jens Edlund (JE) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: JENS EDLUND

    
ID number: 

  196703318219



  

  

  

  

  

    
IP: 81.170.211.97

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2021-09-24 10:52:58.21287 UTC ±2 ms

    		2021-09-24 10:47:14.106204 UTC

    		

      81.170.211.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        The party Jens Edlund (JE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-09-24 10:53:12.389463 UTC ±2 ms

    		2021-09-24 10:47:14.106204 UTC

    		

      81.170.211.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/93.0.4577.82 Safari/537.36

      

    

    		

      

        The document was signed by Jens Edlund (JE) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Årsredovisning SSF  21-06-30" med transaktionsnummer 9222115557454198741.










Data returned from 

  CGI

:

  
Name: JENS EDLUND

  
ID number: 

  196703318219



  
IP: 81.170.211.97


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-09-24 10:53:12.389463 UTC ±2 ms

    		2021-09-24 10:47:14.106204 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.





Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.65 ms

		standard deviation: 1.53 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.638%

		|e| < 5 ms: ≈99.761%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-08-13 18:04:54.293133 UTC and 2021-09-24 10:47:14.106204 UTC:







  		Time collected

  		Clock offset







  

    		2021-08-13 18:04:54.293133

    		2.2 ms

  





  

    		2021-08-13 19:04:57.835528

    		1.1 ms

  





  

    		2021-08-13 20:05:00.011868

    		0.5 ms

  





  

    		2021-08-13 21:05:02.492984

    		-0.1 ms

  





  

    		2021-08-13 22:05:04.088541

    		2.0 ms

  





  

    		2021-08-13 23:05:07.243863

    		0.9 ms

  





  

    		2021-08-14 00:05:08.964392

    		-5.2 ms

  





  

    		2021-08-14 01:05:10.934421

    		-4.5 ms

  





  

    		2021-08-14 02:05:13.107647

    		-0.4 ms

  





  

    		2021-08-14 03:05:15.977229

    		-2.6 ms

  





  

    		2021-08-14 04:05:18.48203

    		-1.5 ms

  





  

    		2021-08-14 05:05:21.033754

    		-0.5 ms

  





  

    		2021-08-14 06:05:23.1465

    		0.7 ms

  





  

    		2021-08-14 07:05:24.950789

    		0.6 ms

  





  

    		2021-08-14 08:05:26.865845

    		2.7 ms

  





  

    		2021-08-14 09:05:29.255483

    		1.2 ms

  





  

    		2021-08-14 10:05:32.127503

    		0.8 ms

  





  

    		2021-08-14 11:05:34.955487

    		0.1 ms

  





  

    		2021-08-14 12:05:38.791077

    		-0.1 ms

  





  

    		2021-08-14 13:05:40.324271

    		-1.7 ms

  





  

    		2021-08-14 14:05:42.341544

    		-0.8 ms

  





  

    		2021-08-14 15:05:43.800019

    		0.7 ms

  





  

    		2021-08-14 16:05:46.309972

    		0.5 ms

  





  

    		2021-08-14 17:05:48.993616

    		0.7 ms

  





  

    		2021-08-14 18:05:51.472875

    		1.7 ms

  





  

    		2021-08-14 19:05:53.834326

    		1.2 ms

  





  

    		2021-08-14 20:05:57.296713

    		0.7 ms

  





  

    		2021-08-14 21:05:59.577701

    		0.5 ms

  





  

    		2021-08-14 22:06:01.845812

    		-0.5 ms

  





  

    		2021-08-14 23:06:03.574305

    		-0.1 ms

  





  

    		2021-08-15 00:06:05.820802

    		2.2 ms

  





  

    		2021-08-15 01:06:08.528157

    		0.0 ms

  





  

    		2021-08-15 02:06:10.660267

    		0.9 ms

  





  

    		2021-08-15 03:06:13.372174

    		2.6 ms

  





  

    		2021-08-15 04:06:15.446661

    		-0.1 ms

  





  

    		2021-08-15 05:06:17.532709

    		2.0 ms

  





  

    		2021-08-15 06:06:19.24892

    		0.6 ms

  





  

    		2021-08-15 07:06:21.278891

    		1.5 ms

  





  

    		2021-08-15 08:06:23.781226

    		2.3 ms

  





  

    		2021-08-15 09:06:26.71258

    		-0.9 ms

  





  

    		2021-08-15 10:06:28.626811

    		-0.3 ms

  





  

    		2021-08-15 11:06:30.694759

    		1.3 ms

  





  

    		2021-08-15 12:06:33.235391

    		3.4 ms

  





  

    		2021-08-15 13:06:36.253263

    		-0.8 ms

  





  

    		2021-08-15 14:06:38.077234

    		-0.3 ms

  





  

    		2021-08-15 15:06:39.724219

    		-0.6 ms

  





  

    		2021-08-15 16:06:41.629673

    		2.6 ms

  





  

    		2021-08-15 17:06:43.621975

    		1.9 ms

  





  

    		2021-08-15 18:06:47.8951

    		-0.1 ms

  





  

    		2021-08-15 19:06:49.556968

    		-0.1 ms

  





  

    		2021-08-15 20:06:51.490104

    		-1.2 ms

  





  

    		2021-08-15 21:06:54.258561

    		-0.2 ms

  





  

    		2021-08-15 22:06:55.888948

    		-0.6 ms

  





  

    		2021-08-15 23:06:58.301052

    		0.9 ms

  





  

    		2021-08-16 00:07:00.18317

    		-0.4 ms

  





  

    		2021-08-16 01:07:02.033563

    		0.2 ms

  





  

    		2021-08-16 02:07:04.360758

    		-0.6 ms

  





  

    		2021-08-16 03:07:06.876468

    		2.6 ms

  





  

    		2021-08-16 04:07:09.254744

    		-0.3 ms

  





  

    		2021-08-16 05:07:11.670365

    		2.3 ms

  





  

    		2021-08-16 06:07:13.768508

    		2.6 ms

  





  

    		2021-08-16 07:07:15.220401

    		1.0 ms

  





  

    		2021-08-16 08:07:17.087352

    		0.7 ms

  





  

    		2021-08-16 09:07:19.218034

    		-0.2 ms

  





  

    		2021-08-16 10:07:22.395575

    		1.2 ms

  





  

    		2021-08-16 11:07:24.783174

    		-0.6 ms

  





  

    		2021-08-16 12:07:28.897775

    		1.0 ms

  





  

    		2021-08-16 13:07:32.679823

    		0.8 ms

  





  

    		2021-08-16 14:07:34.232176

    		-1.7 ms

  





  

    		2021-08-16 15:07:36.286837

    		1.1 ms

  





  

    		2021-08-16 16:07:37.969365

    		1.8 ms

  





  

    		2021-08-16 17:07:39.702272

    		1.1 ms

  





  

    		2021-08-16 18:07:41.746913

    		1.8 ms

  





  

    		2021-08-16 19:07:43.790396

    		1.4 ms

  





  

    		2021-08-16 20:07:45.542218

    		2.1 ms

  





  

    		2021-08-16 21:07:48.658109

    		2.3 ms

  





  

    		2021-08-16 22:07:50.852047

    		2.9 ms

  





  

    		2021-08-16 23:07:52.682415

    		0.0 ms

  





  

    		2021-08-17 00:07:55.491811

    		2.7 ms

  





  

    		2021-08-17 01:07:58.603893

    		3.5 ms

  





  

    		2021-08-17 02:08:00.179934

    		-0.6 ms

  





  

    		2021-08-17 03:08:01.816136

    		0.1 ms

  





  

    		2021-08-17 04:08:05.003801

    		1.3 ms

  





  

    		2021-08-17 05:08:07.153586

    		-0.2 ms

  





  

    		2021-08-17 06:08:09.550141

    		-1.1 ms

  





  

    		2021-08-17 07:08:11.094613

    		0.8 ms

  





  

    		2021-08-17 08:08:13.419185

    		0.5 ms

  





  

    		2021-08-17 09:08:15.817708

    		0.1 ms

  





  

    		2021-08-17 10:08:18.42406

    		2.9 ms

  





  

    		2021-08-17 11:08:20.195527

    		0.3 ms

  





  

    		2021-08-17 12:08:50.128784

    		-1.5 ms

  





  

    		2021-08-17 13:08:53.038683

    		-0.7 ms

  





  

    		2021-08-17 14:08:55.929066

    		-1.4 ms

  





  

    		2021-08-17 15:08:59.285174

    		-0.9 ms

  





  

    		2021-08-17 16:09:01.486837

    		1.5 ms

  





  

    		2021-08-17 17:09:03.962927

    		-0.8 ms

  





  

    		2021-08-17 18:09:05.447369

    		0.2 ms

  





  

    		2021-08-17 19:09:09.46521

    		2.1 ms

  





  

    		2021-08-17 20:09:11.574235

    		1.6 ms

  





  

    		2021-08-17 21:09:13.727961

    		1.9 ms

  





  

    		2021-08-17 22:09:16.248264

    		-0.1 ms

  





  

    		2021-08-17 23:09:18.024763

    		-0.5 ms

  





  

    		2021-08-18 00:12:50.951615

    		2.2 ms

  





  

    		2021-08-18 01:12:53.089075

    		0.5 ms

  





  

    		2021-08-18 02:12:54.900532

    		0.5 ms

  





  

    		2021-08-18 03:12:57.162376

    		1.2 ms

  





  

    		2021-08-18 04:12:59.015132

    		-0.1 ms

  





  

    		2021-08-18 05:13:00.835157

    		1.6 ms

  





  

    		2021-08-18 06:13:02.422137

    		-0.7 ms

  





  

    		2021-08-18 07:13:03.861882

    		1.4 ms

  





  

    		2021-08-18 08:13:06.317728

    		-1.9 ms

  





  

    		2021-08-18 09:13:09.292841

    		0.8 ms

  





  

    		2021-08-18 10:13:11.653352

    		1.3 ms

  





  

    		2021-08-18 11:13:14.922462

    		-1.7 ms

  





  

    		2021-08-18 12:13:17.086375

    		0.2 ms

  





  

    		2021-08-18 13:13:18.940114

    		-0.3 ms

  





  

    		2021-08-18 14:13:20.854941

    		1.3 ms

  





  

    		2021-08-18 15:13:23.372695

    		0.7 ms

  





  

    		2021-08-18 16:13:25.119141

    		0.5 ms

  





  

    		2021-08-18 17:13:26.685041

    		2.3 ms

  





  

    		2021-08-18 18:13:28.610746

    		1.8 ms

  





  

    		2021-08-18 19:13:31.338677

    		-0.4 ms

  





  

    		2021-08-18 20:13:34.939249

    		1.6 ms

  





  

    		2021-08-18 21:13:38.318502

    		0.1 ms

  





  

    		2021-08-18 22:13:40.732277

    		-0.6 ms

  





  

    		2021-08-18 23:13:43.290858

    		0.0 ms

  





  

    		2021-08-19 00:13:46.038312

    		0.2 ms

  





  

    		2021-08-19 01:13:48.667925

    		-1.0 ms

  





  

    		2021-08-19 02:13:50.594117

    		2.1 ms

  





  

    		2021-08-19 03:13:52.446244

    		2.9 ms

  





  

    		2021-08-19 04:13:54.721559

    		1.5 ms

  





  

    		2021-08-19 05:13:56.381733

    		2.5 ms

  





  

    		2021-08-19 06:13:58.260412

    		1.7 ms

  





  

    		2021-08-19 07:13:59.737877

    		1.6 ms

  





  

    		2021-08-19 08:14:02.14983

    		2.3 ms

  





  

    		2021-08-19 09:14:06.440251

    		-0.2 ms

  





  

    		2021-08-19 10:14:10.318865

    		0.8 ms

  





  

    		2021-08-19 11:14:12.349879

    		2.1 ms

  





  

    		2021-08-19 12:14:15.93774

    		1.4 ms

  





  

    		2021-08-19 13:14:18.107809

    		1.6 ms

  





  

    		2021-08-19 14:14:21.180661

    		-0.1 ms

  





  

    		2021-08-19 15:14:23.899204

    		2.9 ms

  





  

    		2021-08-19 16:14:26.06006

    		1.8 ms

  





  

    		2021-08-19 17:14:28.286695

    		2.0 ms

  





  

    		2021-08-19 18:14:30.903447

    		1.9 ms

  





  

    		2021-08-19 19:14:32.663926

    		-0.6 ms

  





  

    		2021-08-19 20:14:35.495904

    		1.2 ms

  





  

    		2021-08-19 21:14:37.155602

    		0.6 ms

  





  

    		2021-08-19 22:14:38.892627

    		0.2 ms

  





  

    		2021-08-19 23:14:41.140885

    		0.4 ms

  





  

    		2021-08-20 00:14:43.766512

    		0.9 ms

  





  

    		2021-08-20 01:14:46.657457

    		0.4 ms

  





  

    		2021-08-20 02:14:48.857828

    		-0.2 ms

  





  

    		2021-08-20 03:14:50.837321

    		1.5 ms

  





  

    		2021-08-20 04:14:52.884628

    		0.1 ms

  





  

    		2021-08-20 05:14:55.348606

    		-0.7 ms

  





  

    		2021-08-20 06:14:57.091385

    		0.0 ms

  





  

    		2021-08-20 07:14:59.542939

    		-0.4 ms

  





  

    		2021-08-20 08:15:02.686028

    		-0.2 ms

  





  

    		2021-08-20 09:15:04.316254

    		2.2 ms

  





  

    		2021-08-20 10:15:06.967108

    		1.1 ms

  





  

    		2021-08-20 11:15:11.147821

    		0.9 ms

  





  

    		2021-08-20 12:15:13.593578

    		0.0 ms

  





  

    		2021-08-20 13:15:15.360142

    		0.2 ms

  





  

    		2021-08-20 14:15:17.008674

    		0.6 ms

  





  

    		2021-08-20 15:15:19.376501

    		-0.2 ms

  





  

    		2021-08-20 16:15:21.995219

    		-0.3 ms

  





  

    		2021-08-20 17:15:23.954075

    		1.0 ms

  





  

    		2021-08-20 18:15:25.684203

    		1.5 ms

  





  

    		2021-08-20 19:15:28.285285

    		-1.0 ms

  





  

    		2021-08-20 20:15:30.533241

    		2.3 ms

  





  

    		2021-08-20 21:15:32.478245

    		2.4 ms

  





  

    		2021-08-20 22:15:36.536129

    		1.7 ms

  





  

    		2021-08-20 23:15:37.988203

    		-0.7 ms

  





  

    		2021-08-21 00:15:40.424409

    		-1.3 ms

  





  

    		2021-08-21 01:15:42.807232

    		0.4 ms

  





  

    		2021-08-21 02:15:44.458832

    		-0.6 ms

  





  

    		2021-08-21 03:15:46.104312

    		1.7 ms

  





  

    		2021-08-21 04:15:48.073863

    		-0.7 ms

  





  

    		2021-08-21 05:15:52.09722

    		0.1 ms

  





  

    		2021-08-21 06:15:54.289275

    		2.9 ms

  





  

    		2021-08-21 07:15:56.817704

    		0.3 ms

  





  

    		2021-08-21 08:15:58.536085

    		1.1 ms

  





  

    		2021-08-21 09:16:00.670516

    		1.9 ms

  





  

    		2021-08-21 10:16:03.129833

    		3.1 ms

  





  

    		2021-08-21 11:16:04.778495

    		1.2 ms

  





  

    		2021-08-21 12:16:06.672794

    		1.2 ms

  





  

    		2021-08-21 13:16:09.133846

    		0.7 ms

  





  

    		2021-08-21 14:16:12.502296

    		1.7 ms

  





  

    		2021-08-21 15:16:14.270662

    		0.1 ms

  





  

    		2021-08-21 16:16:17.541645

    		1.1 ms

  





  

    		2021-08-21 17:16:19.336017

    		-1.3 ms

  





  

    		2021-08-21 18:16:21.086986

    		1.2 ms

  





  

    		2021-08-21 19:16:24.569006

    		-0.3 ms

  





  

    		2021-08-21 20:16:26.641647

    		2.5 ms

  





  

    		2021-08-21 21:16:28.414243

    		0.7 ms

  





  

    		2021-08-21 22:16:31.074119

    		-0.8 ms

  





  

    		2021-08-21 23:16:33.281713

    		1.3 ms

  





  

    		2021-08-22 00:16:35.404365

    		-0.3 ms

  





  

    		2021-08-22 01:16:38.819241

    		-0.8 ms

  





  

    		2021-08-22 02:16:40.647542

    		2.1 ms

  





  

    		2021-08-22 03:16:42.501997

    		1.4 ms

  





  

    		2021-08-22 04:16:45.017446

    		0.2 ms

  





  

    		2021-08-22 05:16:46.731906

    		-0.5 ms

  





  

    		2021-08-22 06:16:48.160164

    		3.4 ms

  





  

    		2021-08-22 07:16:50.030634

    		-0.2 ms

  





  

    		2021-08-22 08:16:51.691471

    		0.4 ms

  





  

    		2021-08-22 09:16:53.926271

    		0.6 ms

  





  

    		2021-08-22 10:16:55.681566

    		1.2 ms

  





  

    		2021-08-22 11:16:57.654151

    		2.6 ms

  





  

    		2021-08-22 12:16:59.975263

    		3.7 ms

  





  

    		2021-08-22 13:17:01.979045

    		-0.9 ms

  





  

    		2021-08-22 14:17:03.748193

    		0.4 ms

  





  

    		2021-08-22 15:17:05.464815

    		0.7 ms

  





  

    		2021-08-22 16:17:07.330805

    		2.5 ms

  





  

    		2021-08-22 17:17:09.009721

    		2.1 ms

  





  

    		2021-08-22 18:17:11.488038

    		1.9 ms

  





  

    		2021-08-22 19:17:12.912681

    		1.3 ms

  





  

    		2021-08-22 20:17:15.165235

    		1.4 ms

  





  

    		2021-08-22 21:17:16.96772

    		0.1 ms

  





  

    		2021-08-22 22:17:18.8844

    		-0.5 ms

  





  

    		2021-08-22 23:17:20.51647

    		3.1 ms

  





  

    		2021-08-23 00:17:23.300851

    		0.4 ms

  





  

    		2021-08-23 01:17:24.969755

    		1.6 ms

  





  

    		2021-08-23 02:17:26.849219

    		-1.1 ms

  





  

    		2021-08-23 03:17:28.55793

    		-1.2 ms

  





  

    		2021-08-23 04:17:30.120958

    		0.3 ms

  





  

    		2021-08-23 05:17:33.015396

    		2.7 ms

  





  

    		2021-08-23 06:17:35.788028

    		-0.8 ms

  





  

    		2021-08-23 07:17:38.38188

    		0.3 ms

  





  

    		2021-08-23 08:17:40.108751

    		2.2 ms

  





  

    		2021-08-23 09:17:42.498813

    		0.5 ms

  





  

    		2021-08-23 10:17:45.517238

    		1.4 ms

  





  

    		2021-08-23 11:17:48.887196

    		3.1 ms

  





  

    		2021-08-23 12:17:50.428737

    		0.5 ms

  





  

    		2021-08-23 13:17:53.345971

    		0.8 ms

  





  

    		2021-08-23 14:17:56.066858

    		2.2 ms

  





  

    		2021-08-23 15:17:58.872342

    		2.0 ms

  





  

    		2021-08-23 16:18:01.045282

    		2.1 ms

  





  

    		2021-08-23 17:18:02.633666

    		-0.2 ms

  





  

    		2021-08-23 18:18:05.202993

    		1.0 ms

  





  

    		2021-08-23 19:18:06.765484

    		-1.3 ms

  





  

    		2021-08-23 20:18:10.069058

    		0.5 ms

  





  

    		2021-08-23 21:18:12.903705

    		1.3 ms

  





  

    		2021-08-23 22:18:14.314983

    		-0.5 ms

  





  

    		2021-08-23 23:18:16.248391

    		-0.5 ms

  





  

    		2021-08-24 00:18:18.93648

    		-0.7 ms

  





  

    		2021-08-24 01:18:22.226111

    		2.9 ms

  





  

    		2021-08-24 02:18:26.368729

    		0.6 ms

  





  

    		2021-08-24 03:18:28.240071

    		0.0 ms

  





  

    		2021-08-24 04:18:30.539888

    		2.1 ms

  





  

    		2021-08-24 05:18:33.003197

    		0.9 ms

  





  

    		2021-08-24 06:18:36.382767

    		0.1 ms

  





  

    		2021-08-24 07:18:37.795137

    		-0.4 ms

  





  

    		2021-08-24 08:18:40.275323

    		1.3 ms

  





  

    		2021-08-24 09:18:42.457911

    		0.2 ms

  





  

    		2021-08-24 10:18:45.423216

    		0.8 ms

  





  

    		2021-08-24 11:18:49.036689

    		0.7 ms

  





  

    		2021-08-24 12:18:52.083561

    		1.0 ms

  





  

    		2021-08-24 13:18:55.36405

    		-0.5 ms

  





  

    		2021-08-24 14:18:57.169645

    		-0.5 ms

  





  

    		2021-08-24 15:18:59.897607

    		0.5 ms

  





  

    		2021-08-24 16:19:01.65418

    		-2.9 ms

  





  

    		2021-08-24 17:19:03.52187

    		-1.0 ms

  





  

    		2021-08-24 18:19:05.989454

    		3.5 ms

  





  

    		2021-08-24 19:19:08.130367

    		0.4 ms

  





  

    		2021-08-24 20:19:10.342978

    		-1.3 ms

  





  

    		2021-08-24 21:19:11.966524

    		0.8 ms

  





  

    		2021-08-24 22:19:13.845275

    		2.0 ms

  





  

    		2021-08-24 23:19:16.26916

    		-1.1 ms

  





  

    		2021-08-25 00:19:18.812499

    		4.1 ms

  





  

    		2021-08-25 01:19:20.678389

    		4.1 ms

  





  

    		2021-08-25 02:19:22.38583

    		1.3 ms

  





  

    		2021-08-25 03:19:23.953243

    		-0.9 ms

  





  

    		2021-08-25 04:19:26.691785

    		-1.2 ms

  





  

    		2021-08-25 05:19:29.051344

    		-1.5 ms

  





  

    		2021-08-25 06:19:30.659398

    		0.4 ms

  





  

    		2021-08-25 07:19:32.730241

    		2.4 ms

  





  

    		2021-08-25 08:19:34.764892

    		0.0 ms

  





  

    		2021-08-25 09:19:37.501852

    		0.6 ms

  





  

    		2021-08-25 10:19:40.492693

    		1.3 ms

  





  

    		2021-08-25 11:19:43.290076

    		1.6 ms

  





  

    		2021-08-25 12:19:45.664577

    		1.3 ms

  





  

    		2021-08-25 13:19:47.43959

    		1.6 ms

  





  

    		2021-08-25 14:19:50.403872

    		-0.1 ms

  





  

    		2021-08-25 15:19:52.019198

    		-0.8 ms

  





  

    		2021-08-25 16:19:55.158519

    		-0.2 ms

  





  

    		2021-08-25 17:19:57.171343

    		0.6 ms

  





  

    		2021-08-25 18:19:59.185345

    		-1.6 ms

  





  

    		2021-08-25 19:20:01.429993

    		-1.8 ms

  





  

    		2021-08-25 20:20:03.500362

    		-2.4 ms

  





  

    		2021-08-25 21:20:05.559132

    		2.0 ms

  





  

    		2021-08-25 22:20:08.997749

    		2.1 ms

  





  

    		2021-08-25 23:20:11.097724

    		1.1 ms

  





  

    		2021-08-26 00:20:14.066423

    		1.6 ms

  





  

    		2021-08-26 01:20:15.688257

    		0.0 ms

  





  

    		2021-08-26 02:20:17.6152

    		2.9 ms

  





  

    		2021-08-26 03:20:21.025814

    		2.6 ms

  





  

    		2021-08-26 04:20:23.897167

    		1.2 ms

  





  

    		2021-08-26 05:20:25.919578

    		2.9 ms

  





  

    		2021-08-26 06:20:28.454062

    		0.7 ms

  





  

    		2021-08-26 07:20:31.831575

    		0.9 ms

  





  

    		2021-08-26 08:20:34.089723

    		0.7 ms

  





  

    		2021-08-26 09:20:38.70329

    		3.2 ms

  





  

    		2021-08-26 10:20:41.891805

    		2.6 ms

  





  

    		2021-08-26 11:20:44.009132

    		2.2 ms

  





  

    		2021-08-26 12:20:47.28326

    		2.5 ms

  





  

    		2021-08-26 13:20:50.208112

    		1.9 ms

  





  

    		2021-08-26 14:20:52.951633

    		-1.6 ms

  





  

    		2021-08-26 15:20:55.784012

    		-0.1 ms

  





  

    		2021-08-26 16:20:58.249819

    		2.3 ms

  





  

    		2021-08-26 17:21:00.434875

    		1.1 ms

  





  

    		2021-08-26 18:21:02.196683

    		-0.6 ms

  





  

    		2021-08-26 19:21:05.69136

    		-0.7 ms

  





  

    		2021-08-26 20:21:07.636796

    		0.9 ms

  





  

    		2021-08-26 21:21:10.28434

    		-1.0 ms

  





  

    		2021-08-26 22:21:12.160901

    		2.5 ms

  





  

    		2021-08-26 23:21:14.608711

    		1.6 ms

  





  

    		2021-08-27 00:21:16.310904

    		-0.7 ms

  





  

    		2021-08-27 01:21:17.966165

    		-0.5 ms

  





  

    		2021-08-27 02:21:19.518011

    		-2.0 ms

  





  

    		2021-08-27 03:21:21.306475

    		0.9 ms

  





  

    		2021-08-27 04:21:24.369165

    		-0.6 ms

  





  

    		2021-08-27 05:21:27.733818

    		-0.7 ms

  





  

    		2021-08-27 06:21:29.731203

    		-0.5 ms

  





  

    		2021-08-27 07:21:31.488025

    		0.1 ms

  





  

    		2021-08-27 08:21:33.283545

    		1.1 ms

  





  

    		2021-08-27 09:21:35.879618

    		0.0 ms

  





  

    		2021-08-27 10:21:39.253259

    		2.5 ms

  





  

    		2021-08-27 11:21:41.138803

    		0.6 ms

  





  

    		2021-08-27 12:21:44.05513

    		0.0 ms

  





  

    		2021-08-27 13:21:47.561771

    		-1.3 ms

  





  

    		2021-08-27 14:21:49.543578

    		-0.7 ms

  





  

    		2021-08-27 15:21:53.010351

    		-3.5 ms

  





  

    		2021-08-27 16:21:55.381943

    		-2.2 ms

  





  

    		2021-08-27 17:21:57.807377

    		-1.8 ms

  





  

    		2021-08-27 18:22:00.718756

    		0.0 ms

  





  

    		2021-08-27 19:22:03.215645

    		-0.5 ms

  





  

    		2021-08-27 20:22:04.942568

    		0.8 ms

  





  

    		2021-08-27 21:22:06.553571

    		-1.2 ms

  





  

    		2021-08-27 22:22:09.600675

    		2.4 ms

  





  

    		2021-08-27 23:22:12.201378

    		-0.1 ms

  





  

    		2021-08-28 00:22:15.370011

    		1.2 ms

  





  

    		2021-08-28 01:22:18.398324

    		1.1 ms

  





  

    		2021-08-28 02:22:20.089265

    		2.0 ms

  





  

    		2021-08-28 03:22:23.819842

    		3.3 ms

  





  

    		2021-08-28 04:22:25.603894

    		1.7 ms

  





  

    		2021-08-28 05:22:27.377846

    		2.1 ms

  





  

    		2021-08-28 06:22:30.399147

    		0.0 ms

  





  

    		2021-08-28 07:22:32.364851

    		-0.3 ms

  





  

    		2021-08-28 08:22:34.250873

    		-0.4 ms

  





  

    		2021-08-28 09:22:35.942181

    		-0.5 ms

  





  

    		2021-08-28 10:22:38.4293

    		-0.2 ms

  





  

    		2021-08-28 11:22:40.104988

    		1.2 ms

  





  

    		2021-08-28 12:22:41.97895

    		2.4 ms

  





  

    		2021-08-28 13:22:44.485148

    		-1.1 ms

  





  

    		2021-08-28 14:22:46.422452

    		2.3 ms

  





  

    		2021-08-28 15:22:48.514258

    		-1.3 ms

  





  

    		2021-08-28 16:22:50.419024

    		2.7 ms

  





  

    		2021-08-28 17:22:53.400439

    		1.2 ms

  





  

    		2021-08-28 18:22:55.857928

    		2.1 ms

  





  

    		2021-08-28 19:22:58.043409

    		2.4 ms

  





  

    		2021-08-28 20:23:00.723265

    		1.8 ms

  





  

    		2021-08-28 21:23:02.982888

    		0.1 ms

  





  

    		2021-08-28 22:23:05.076278

    		-0.4 ms

  





  

    		2021-08-28 23:23:07.414755

    		0.4 ms

  





  

    		2021-08-29 00:23:10.064899

    		2.6 ms

  





  

    		2021-08-29 01:23:11.775673

    		3.2 ms

  





  

    		2021-08-29 02:23:14.150732

    		0.6 ms

  





  

    		2021-08-29 03:23:15.657991

    		1.4 ms

  





  

    		2021-08-29 04:23:18.03551

    		2.8 ms

  





  

    		2021-08-29 05:23:20.250321

    		-1.6 ms

  





  

    		2021-08-29 06:23:23.315852

    		-0.7 ms

  





  

    		2021-08-29 07:23:25.259547

    		1.9 ms

  





  

    		2021-08-29 08:23:27.436507

    		-0.3 ms

  





  

    		2021-08-29 09:23:29.529087

    		1.8 ms

  





  

    		2021-08-29 10:23:31.323998

    		0.6 ms

  





  

    		2021-08-29 11:23:34.492821

    		0.7 ms

  





  

    		2021-08-29 12:23:36.910607

    		0.8 ms

  





  

    		2021-08-29 13:23:38.764564

    		1.2 ms

  





  

    		2021-08-29 14:23:40.455467

    		2.3 ms

  





  

    		2021-08-29 15:23:42.080123

    		-0.5 ms

  





  

    		2021-08-29 16:23:43.879349

    		2.8 ms

  





  

    		2021-08-29 17:23:46.961648

    		-0.3 ms

  





  

    		2021-08-29 18:23:49.511264

    		0.6 ms

  





  

    		2021-08-29 19:23:51.188347

    		1.2 ms

  





  

    		2021-08-29 20:23:54.662029

    		0.6 ms

  





  

    		2021-08-29 21:23:58.582171

    		0.5 ms

  





  

    		2021-08-29 22:24:00.285361

    		2.2 ms

  





  

    		2021-08-29 23:24:02.039392

    		1.1 ms

  





  

    		2021-08-30 00:24:03.742608

    		2.5 ms

  





  

    		2021-08-30 01:24:05.591644

    		-0.2 ms

  





  

    		2021-08-30 02:24:09.13811

    		0.2 ms

  





  

    		2021-08-30 03:24:12.762276

    		-0.7 ms

  





  

    		2021-08-30 04:24:14.961538

    		0.5 ms

  





  

    		2021-08-30 05:24:16.435325

    		-1.0 ms

  





  

    		2021-08-30 06:24:18.422312

    		-0.5 ms

  





  

    		2021-08-30 07:24:20.418048

    		0.2 ms

  





  

    		2021-08-30 08:24:23.138644

    		-2.0 ms

  





  

    		2021-08-30 09:24:24.763671

    		-1.6 ms

  





  

    		2021-08-30 10:24:26.957708

    		-0.6 ms

  





  

    		2021-08-30 11:24:29.264498

    		0.1 ms

  





  

    		2021-08-30 12:24:31.831468

    		-0.6 ms

  





  

    		2021-08-30 13:24:34.019194

    		0.2 ms

  





  

    		2021-08-30 14:24:36.509228

    		2.3 ms

  





  

    		2021-08-30 15:24:38.782202

    		0.1 ms

  





  

    		2021-08-30 16:24:40.847198

    		1.6 ms

  





  

    		2021-08-30 17:24:42.983934

    		-0.5 ms

  





  

    		2021-08-30 18:24:45.189592

    		1.4 ms

  





  

    		2021-08-30 19:24:48.253577

    		2.2 ms

  





  

    		2021-08-30 20:24:50.042303

    		-0.7 ms

  





  

    		2021-08-30 21:24:52.107218

    		-0.7 ms

  





  

    		2021-08-30 22:24:54.107983

    		-0.5 ms

  





  

    		2021-08-30 23:24:56.855951

    		1.5 ms

  





  

    		2021-08-31 00:24:59.584932

    		-0.3 ms

  





  

    		2021-08-31 01:25:01.907075

    		1.6 ms

  





  

    		2021-08-31 02:25:03.963608

    		2.7 ms

  





  

    		2021-08-31 03:25:06.140561

    		0.0 ms

  





  

    		2021-08-31 04:25:09.582055

    		-2.6 ms

  





  

    		2021-08-31 05:25:11.993242

    		1.6 ms

  





  

    		2021-08-31 06:25:15.138843

    		0.4 ms

  





  

    		2021-08-31 07:25:16.912794

    		-0.6 ms

  





  

    		2021-08-31 08:25:22.525745

    		-0.4 ms

  





  

    		2021-08-31 09:25:35.521743

    		-0.9 ms

  





  

    		2021-08-31 10:25:38.030979

    		0.3 ms

  





  

    		2021-08-31 11:25:40.994909

    		-2.3 ms

  





  

    		2021-08-31 12:25:43.211228

    		-0.2 ms

  





  

    		2021-08-31 13:25:45.762555

    		1.4 ms

  





  

    		2021-08-31 14:25:47.523866

    		0.4 ms

  





  

    		2021-08-31 15:25:49.26151

    		-0.1 ms

  





  

    		2021-08-31 16:25:51.447787

    		-1.1 ms

  





  

    		2021-08-31 17:25:54.22861

    		-0.4 ms

  





  

    		2021-08-31 18:25:56.56109

    		0.2 ms

  





  

    		2021-08-31 19:25:59.190367

    		3.0 ms

  





  

    		2021-08-31 20:26:00.765568

    		0.5 ms

  





  

    		2021-08-31 21:26:04.08494

    		0.7 ms

  





  

    		2021-08-31 22:26:06.299754

    		2.0 ms

  





  

    		2021-08-31 23:26:08.40378

    		2.1 ms

  





  

    		2021-09-01 00:26:09.988266

    		2.2 ms

  





  

    		2021-09-01 01:26:11.515238

    		0.5 ms

  





  

    		2021-09-01 02:26:13.445812

    		2.6 ms

  





  

    		2021-09-01 03:26:15.203978

    		0.8 ms

  





  

    		2021-09-01 04:26:16.930806

    		0.9 ms

  





  

    		2021-09-01 05:26:20.593741

    		2.7 ms

  





  

    		2021-09-01 06:26:23.331861

    		0.0 ms

  





  

    		2021-09-01 07:26:25.020888

    		-0.2 ms

  





  

    		2021-09-01 08:26:27.318114

    		0.3 ms

  





  

    		2021-09-01 09:26:29.263856

    		2.5 ms

  





  

    		2021-09-01 10:26:31.741377

    		0.1 ms

  





  

    		2021-09-01 11:26:34.144995

    		0.0 ms

  





  

    		2021-09-01 12:26:35.57414

    		-0.3 ms

  





  

    		2021-09-01 13:26:37.624029

    		-1.4 ms

  





  

    		2021-09-01 14:26:40.113102

    		-1.2 ms

  





  

    		2021-09-01 15:26:41.6633

    		-0.1 ms

  





  

    		2021-09-01 16:26:43.388068

    		-1.1 ms

  





  

    		2021-09-01 17:26:45.096403

    		0.5 ms

  





  

    		2021-09-01 18:26:47.266137

    		2.9 ms

  





  

    		2021-09-01 19:26:49.572801

    		1.5 ms

  





  

    		2021-09-01 20:26:51.287528

    		0.5 ms

  





  

    		2021-09-01 21:26:53.24494

    		0.6 ms

  





  

    		2021-09-01 22:26:56.065568

    		-0.8 ms

  





  

    		2021-09-01 23:26:57.844579

    		-1.9 ms

  





  

    		2021-09-02 00:27:00.467942

    		-3.7 ms

  





  

    		2021-09-02 01:27:02.067656

    		-3.9 ms

  





  

    		2021-09-02 02:27:03.839782

    		-2.6 ms

  





  

    		2021-09-02 03:27:06.55141

    		0.6 ms

  





  

    		2021-09-02 04:27:08.150065

    		3.6 ms

  





  

    		2021-09-02 05:27:10.873807

    		1.4 ms

  





  

    		2021-09-02 06:27:13.049245

    		0.9 ms

  





  

    		2021-09-02 07:27:14.801863

    		0.0 ms

  





  

    		2021-09-02 08:27:16.984626

    		2.9 ms

  





  

    		2021-09-02 09:27:19.304208

    		1.9 ms

  





  

    		2021-09-02 10:27:20.706493

    		2.5 ms

  





  

    		2021-09-02 11:27:23.085975

    		0.0 ms

  





  

    		2021-09-02 12:27:26.217273

    		-0.6 ms

  





  

    		2021-09-02 13:27:28.550616

    		0.2 ms

  





  

    		2021-09-02 14:27:31.96819

    		2.0 ms

  





  

    		2021-09-02 15:27:33.621324

    		0.4 ms

  





  

    		2021-09-02 16:27:35.581935

    		1.5 ms

  





  

    		2021-09-02 17:27:38.312181

    		1.1 ms

  





  

    		2021-09-02 18:27:40.952501

    		-1.4 ms

  





  

    		2021-09-02 19:27:44.155645

    		-0.5 ms

  





  

    		2021-09-02 20:27:45.690738

    		1.3 ms

  





  

    		2021-09-02 21:27:48.563972

    		1.6 ms

  





  

    		2021-09-02 22:27:50.16676

    		-0.5 ms

  





  

    		2021-09-02 23:27:52.982681

    		2.6 ms

  





  

    		2021-09-03 00:27:54.839441

    		1.7 ms

  





  

    		2021-09-03 01:27:57.692134

    		-0.3 ms

  





  

    		2021-09-03 02:28:00.210803

    		-0.7 ms

  





  

    		2021-09-03 03:28:01.883402

    		-0.2 ms

  





  

    		2021-09-03 04:28:03.700271

    		-1.4 ms

  





  

    		2021-09-03 05:28:05.70248

    		0.9 ms

  





  

    		2021-09-03 06:28:07.312868

    		2.0 ms

  





  

    		2021-09-03 07:28:09.859591

    		1.2 ms

  





  

    		2021-09-03 08:28:11.439049

    		-0.2 ms

  





  

    		2021-09-03 09:28:13.295065

    		0.4 ms

  





  

    		2021-09-03 10:28:15.473329

    		1.6 ms

  





  

    		2021-09-03 11:28:17.675796

    		0.7 ms

  





  

    		2021-09-03 12:28:19.180816

    		3.1 ms

  





  

    		2021-09-03 13:28:21.171364

    		2.9 ms

  





  

    		2021-09-03 14:28:22.94983

    		2.9 ms

  





  

    		2021-09-03 15:28:24.97134

    		2.5 ms

  





  

    		2021-09-03 16:28:27.22624

    		2.0 ms

  





  

    		2021-09-03 17:28:29.471078

    		0.5 ms

  





  

    		2021-09-03 18:28:31.494687

    		3.2 ms

  





  

    		2021-09-03 19:28:32.988342

    		-1.0 ms

  





  

    		2021-09-03 20:28:34.822066

    		2.1 ms

  





  

    		2021-09-03 21:28:36.362748

    		1.6 ms

  





  

    		2021-09-03 22:28:39.296531

    		-0.4 ms

  





  

    		2021-09-03 23:28:42.756619

    		-0.2 ms

  





  

    		2021-09-04 00:28:45.901402

    		1.4 ms

  





  

    		2021-09-04 01:28:48.349472

    		3.1 ms

  





  

    		2021-09-04 02:28:50.67332

    		2.6 ms

  





  

    		2021-09-04 03:28:52.73334

    		-1.6 ms

  





  

    		2021-09-04 04:28:54.84906

    		-9.0 ms

  





  

    		2021-09-04 05:28:57.784808

    		-13.2 ms

  





  

    		2021-09-04 06:29:00.121087

    		-2.0 ms

  





  

    		2021-09-04 07:29:01.987743

    		8.4 ms

  





  

    		2021-09-04 08:29:03.712906

    		12.8 ms

  





  

    		2021-09-04 09:29:05.839434

    		14.0 ms

  





  

    		2021-09-04 10:29:07.388308

    		11.7 ms

  





  

    		2021-09-04 11:29:10.079385

    		4.2 ms

  





  

    		2021-09-04 12:29:12.168063

    		1.5 ms

  





  

    		2021-09-04 13:29:13.914289

    		0.0 ms

  





  

    		2021-09-04 14:29:15.884251

    		-0.5 ms

  





  

    		2021-09-04 15:29:18.061416

    		3.4 ms

  





  

    		2021-09-04 16:29:20.584224

    		3.3 ms

  





  

    		2021-09-04 17:29:22.175583

    		1.0 ms

  





  

    		2021-09-04 18:29:24.272354

    		0.5 ms

  





  

    		2021-09-04 19:29:28.057431

    		2.6 ms

  





  

    		2021-09-04 20:29:30.17393

    		0.4 ms

  





  

    		2021-09-04 21:29:32.845536

    		-1.2 ms

  





  

    		2021-09-04 22:29:34.667451

    		-0.3 ms

  





  

    		2021-09-04 23:29:36.475339

    		2.4 ms

  





  

    		2021-09-05 00:29:38.966288

    		0.8 ms

  





  

    		2021-09-05 01:29:40.988349

    		-0.5 ms

  





  

    		2021-09-05 02:29:42.757112

    		1.9 ms

  





  

    		2021-09-05 03:29:44.79245

    		4.0 ms

  





  

    		2021-09-05 04:29:46.824325

    		4.8 ms

  





  

    		2021-09-05 05:29:48.364099

    		-0.3 ms

  





  

    		2021-09-05 06:29:50.831284

    		1.2 ms

  





  

    		2021-09-05 07:29:53.000695

    		-1.4 ms

  





  

    		2021-09-05 08:29:55.445683

    		-0.5 ms

  





  

    		2021-09-05 09:29:58.159514

    		-0.2 ms

  





  

    		2021-09-05 10:30:00.921358

    		1.6 ms

  





  

    		2021-09-05 11:30:03.402654

    		-0.7 ms

  





  

    		2021-09-05 12:30:06.329927

    		-1.8 ms

  





  

    		2021-09-05 13:30:09.905359

    		1.1 ms

  





  

    		2021-09-05 14:30:12.379517

    		-0.8 ms

  





  

    		2021-09-05 15:30:14.646867

    		-0.6 ms

  





  

    		2021-09-05 16:30:17.45225

    		1.0 ms

  





  

    		2021-09-05 17:30:19.598549

    		3.4 ms

  





  

    		2021-09-05 18:30:21.5421

    		0.0 ms

  





  

    		2021-09-05 19:30:24.147092

    		1.4 ms

  





  

    		2021-09-05 20:30:26.043758

    		1.3 ms

  





  

    		2021-09-05 21:30:27.978854

    		1.1 ms

  





  

    		2021-09-05 22:30:29.429061

    		1.8 ms

  





  

    		2021-09-05 23:30:32.347944

    		2.4 ms

  





  

    		2021-09-06 00:30:34.181541

    		0.0 ms

  





  

    		2021-09-06 01:30:37.682552

    		2.7 ms

  





  

    		2021-09-06 02:30:39.850062

    		-0.1 ms

  





  

    		2021-09-06 03:30:42.461385

    		0.2 ms

  





  

    		2021-09-06 04:30:46.012093

    		0.8 ms

  





  

    		2021-09-06 05:30:47.915215

    		1.6 ms

  





  

    		2021-09-06 06:30:51.09093

    		-0.6 ms

  





  

    		2021-09-06 07:30:54.7097

    		0.4 ms

  





  

    		2021-09-06 08:30:56.780753

    		1.8 ms

  





  

    		2021-09-06 09:30:58.550514

    		0.1 ms

  





  

    		2021-09-06 10:31:01.747837

    		3.0 ms

  





  

    		2021-09-06 11:31:04.357273

    		1.4 ms

  





  

    		2021-09-06 12:31:07.641882

    		0.2 ms

  





  

    		2021-09-06 13:31:09.597093

    		-1.2 ms

  





  

    		2021-09-06 14:31:11.379563

    		-0.4 ms

  





  

    		2021-09-06 15:31:12.902029

    		-0.1 ms

  





  

    		2021-09-06 16:31:14.531284

    		3.0 ms

  





  

    		2021-09-06 17:31:16.275727

    		0.2 ms

  





  

    		2021-09-06 18:31:18.042838

    		-1.9 ms

  





  

    		2021-09-06 19:31:19.720762

    		-1.7 ms

  





  

    		2021-09-06 20:31:21.598834

    		0.9 ms

  





  

    		2021-09-06 21:31:24.589791

    		-1.9 ms

  





  

    		2021-09-06 22:31:26.710681

    		2.7 ms

  





  

    		2021-09-06 23:31:29.638557

    		2.6 ms

  





  

    		2021-09-07 00:31:32.007666

    		1.6 ms

  





  

    		2021-09-07 01:31:33.887835

    		2.7 ms

  





  

    		2021-09-07 02:31:36.318681

    		3.0 ms

  





  

    		2021-09-07 03:31:38.176214

    		2.7 ms

  





  

    		2021-09-07 04:31:39.926643

    		3.8 ms

  





  

    		2021-09-07 05:31:41.60623

    		2.3 ms

  





  

    		2021-09-07 06:31:43.478758

    		1.7 ms

  





  

    		2021-09-07 07:31:46.563527

    		1.9 ms

  





  

    		2021-09-07 08:31:48.851952

    		1.7 ms

  





  

    		2021-09-07 09:31:51.058365

    		0.2 ms

  





  

    		2021-09-07 10:31:54.279792

    		1.3 ms

  





  

    		2021-09-07 11:31:56.189025

    		3.0 ms

  





  

    		2021-09-07 12:31:58.528683

    		-2.2 ms

  





  

    		2021-09-07 13:32:02.761266

    		3.4 ms

  





  

    		2021-09-07 14:32:04.793314

    		3.7 ms

  





  

    		2021-09-07 15:32:06.80465

    		-0.5 ms

  





  

    		2021-09-07 16:32:08.690279

    		-0.9 ms

  





  

    		2021-09-07 17:32:12.312626

    		-0.2 ms

  





  

    		2021-09-07 18:32:14.636953

    		-0.7 ms

  





  

    		2021-09-07 19:32:16.792427

    		-0.8 ms

  





  

    		2021-09-07 20:32:18.559473

    		2.5 ms

  





  

    		2021-09-07 21:32:21.502867

    		0.0 ms

  





  

    		2021-09-07 22:32:23.936345

    		-0.4 ms

  





  

    		2021-09-07 23:32:25.564713

    		0.3 ms

  





  

    		2021-09-08 00:32:27.324474

    		-1.0 ms

  





  

    		2021-09-08 01:32:28.968906

    		1.3 ms

  





  

    		2021-09-08 02:32:30.936343

    		2.7 ms

  





  

    		2021-09-08 03:32:33.907141

    		0.3 ms

  





  

    		2021-09-08 04:32:35.851653

    		2.3 ms

  





  

    		2021-09-08 05:32:37.466279

    		2.3 ms

  





  

    		2021-09-08 06:32:38.962485

    		1.7 ms

  





  

    		2021-09-08 08:33:41.3884

    		-2.6 ms

  





  

    		2021-09-08 09:33:42.974982

    		1.6 ms

  





  

    		2021-09-08 10:33:44.694852

    		1.1 ms

  





  

    		2021-09-08 11:33:47.374074

    		1.3 ms

  





  

    		2021-09-08 12:33:49.64566

    		1.3 ms

  





  

    		2021-09-08 13:33:52.307785

    		-1.2 ms

  





  

    		2021-09-08 14:33:53.801611

    		1.3 ms

  





  

    		2021-09-08 15:33:55.73203

    		5.1 ms

  





  

    		2021-09-08 16:33:58.065789

    		-2.8 ms

  





  

    		2021-09-08 17:34:00.875274

    		-0.8 ms

  





  

    		2021-09-08 18:34:02.463072

    		-7.3 ms

  





  

    		2021-09-08 19:34:04.933772

    		-3.8 ms

  





  

    		2021-09-08 20:34:08.012942

    		-6.8 ms

  





  

    		2021-09-08 21:34:09.734763

    		-0.8 ms

  





  

    		2021-09-08 22:34:11.63645

    		-2.5 ms

  





  

    		2021-09-08 23:34:15.400292

    		-1.6 ms

  





  

    		2021-09-09 00:34:17.251764

    		-2.3 ms

  





  

    		2021-09-09 01:34:19.432029

    		-5.6 ms

  





  

    		2021-09-09 02:34:21.414111

    		-2.1 ms

  





  

    		2021-09-09 03:34:23.104201

    		3.6 ms

  





  

    		2021-09-09 04:34:24.846565

    		4.7 ms

  





  

    		2021-09-09 05:34:26.536003

    		-0.2 ms

  





  

    		2021-09-09 06:34:29.244942

    		-1.2 ms

  





  

    		2021-09-09 07:34:31.113527

    		4.1 ms

  





  

    		2021-09-09 08:34:33.414678

    		5.5 ms

  





  

    		2021-09-09 09:34:34.957306

    		5.7 ms

  





  

    		2021-09-09 10:34:37.125241

    		3.7 ms

  





  

    		2021-09-09 11:34:38.869305

    		1.0 ms

  





  

    		2021-09-09 12:34:41.08142

    		-1.1 ms

  





  

    		2021-09-09 13:34:43.206119

    		-1.0 ms

  





  

    		2021-09-09 14:34:44.905748

    		-5.9 ms

  





  

    		2021-09-09 15:34:47.245826

    		-2.0 ms

  





  

    		2021-09-09 16:34:49.286301

    		0.9 ms

  





  

    		2021-09-09 17:34:51.777671

    		0.6 ms

  





  

    		2021-09-09 18:34:53.42824

    		4.7 ms

  





  

    		2021-09-09 19:34:55.532844

    		4.4 ms

  





  

    		2021-09-09 20:34:58.280655

    		1.2 ms

  





  

    		2021-09-09 21:35:01.014498

    		3.1 ms

  





  

    		2021-09-09 22:35:02.796777

    		2.2 ms

  





  

    		2021-09-09 23:35:05.234039

    		-0.7 ms

  





  

    		2021-09-10 00:35:06.716867

    		1.3 ms

  





  

    		2021-09-10 01:35:08.544809

    		-0.9 ms

  





  

    		2021-09-10 02:35:10.27432

    		1.8 ms

  





  

    		2021-09-10 03:35:11.778585

    		0.6 ms

  





  

    		2021-09-10 04:35:13.385987

    		1.2 ms

  





  

    		2021-09-10 05:35:15.078524

    		3.3 ms

  





  

    		2021-09-10 06:35:16.899233

    		0.9 ms

  





  

    		2021-09-10 07:35:19.122773

    		0.8 ms

  





  

    		2021-09-10 08:35:20.763101

    		2.0 ms

  





  

    		2021-09-10 09:35:22.517944

    		2.2 ms

  





  

    		2021-09-10 10:35:24.123773

    		0.3 ms

  





  

    		2021-09-10 11:35:26.233338

    		-0.1 ms

  





  

    		2021-09-10 12:35:27.724748

    		1.4 ms

  





  

    		2021-09-10 13:35:29.252235

    		1.4 ms

  





  

    		2021-09-10 14:35:31.324795

    		0.4 ms

  





  

    		2021-09-10 15:35:32.830393

    		-0.7 ms

  





  

    		2021-09-10 16:35:34.416926

    		-0.6 ms

  





  

    		2021-09-10 17:35:36.97627

    		-0.1 ms

  





  

    		2021-09-10 18:35:38.653346

    		1.1 ms

  





  

    		2021-09-10 19:35:40.216948

    		0.3 ms

  





  

    		2021-09-10 20:35:42.213532

    		3.8 ms

  





  

    		2021-09-10 21:35:44.175343

    		2.1 ms

  





  

    		2021-09-10 22:35:45.892967

    		0.5 ms

  





  

    		2021-09-10 23:35:47.705865

    		-1.0 ms

  





  

    		2021-09-11 00:35:49.486871

    		-0.8 ms

  





  

    		2021-09-11 01:35:52.316372

    		-0.5 ms

  





  

    		2021-09-11 02:35:53.812807

    		0.9 ms

  





  

    		2021-09-11 03:35:56.7595

    		1.2 ms

  





  

    		2021-09-11 04:35:59.161416

    		1.3 ms

  





  

    		2021-09-11 05:36:01.333282

    		0.7 ms

  





  

    		2021-09-11 06:36:03.130898

    		-0.4 ms

  





  

    		2021-09-11 07:36:05.457161

    		0.5 ms

  





  

    		2021-09-11 08:36:07.090003

    		1.6 ms

  





  

    		2021-09-11 09:36:08.822609

    		-1.4 ms

  





  

    		2021-09-11 10:36:11.757233

    		-0.2 ms

  





  

    		2021-09-11 11:36:13.487539

    		-0.3 ms

  





  

    		2021-09-11 12:36:15.857465

    		1.2 ms

  





  

    		2021-09-11 13:36:17.543604

    		1.9 ms

  





  

    		2021-09-11 14:36:20.319068

    		-0.8 ms

  





  

    		2021-09-11 15:36:22.053473

    		2.8 ms

  





  

    		2021-09-11 16:36:23.682928

    		-0.9 ms

  





  

    		2021-09-11 17:36:25.774416

    		1.0 ms

  





  

    		2021-09-11 18:36:27.40672

    		-1.4 ms

  





  

    		2021-09-11 19:36:29.298213

    		2.2 ms

  





  

    		2021-09-11 20:36:31.490286

    		0.3 ms

  





  

    		2021-09-11 21:36:33.431651

    		0.0 ms

  





  

    		2021-09-11 22:36:36.465975

    		-0.9 ms

  





  

    		2021-09-11 23:36:38.467309

    		2.9 ms

  





  

    		2021-09-12 00:36:41.29654

    		0.7 ms

  





  

    		2021-09-12 01:36:42.843532

    		-0.7 ms

  





  

    		2021-09-12 02:36:45.111339

    		-0.3 ms

  





  

    		2021-09-12 03:36:46.97518

    		0.9 ms

  





  

    		2021-09-12 04:36:49.130624

    		0.2 ms

  





  

    		2021-09-12 05:36:50.712438

    		-1.1 ms

  





  

    		2021-09-12 06:36:52.253338

    		-1.5 ms

  





  

    		2021-09-12 07:36:54.141603

    		-0.6 ms

  





  

    		2021-09-12 08:36:56.253036

    		-0.5 ms

  





  

    		2021-09-12 09:36:58.545755

    		1.5 ms

  





  

    		2021-09-12 10:37:01.601607

    		2.8 ms

  





  

    		2021-09-12 11:37:03.30052

    		-0.6 ms

  





  

    		2021-09-12 12:37:05.949151

    		-0.8 ms

  





  

    		2021-09-12 13:37:09.109279

    		-0.1 ms

  





  

    		2021-09-12 14:37:10.6615

    		3.2 ms

  





  

    		2021-09-12 15:37:13.336547

    		3.4 ms

  





  

    		2021-09-12 16:37:16.321956

    		1.4 ms

  





  

    		2021-09-12 17:37:19.187878

    		0.0 ms

  





  

    		2021-09-12 18:37:21.141333

    		-0.7 ms

  





  

    		2021-09-12 19:37:22.954468

    		2.8 ms

  





  

    		2021-09-12 20:37:24.867999

    		0.4 ms

  





  

    		2021-09-12 21:37:26.702621

    		0.4 ms

  





  

    		2021-09-12 22:37:28.258277

    		2.0 ms

  





  

    		2021-09-12 23:37:29.881399

    		2.4 ms

  





  

    		2021-09-13 00:37:32.810004

    		1.1 ms

  





  

    		2021-09-13 01:37:34.672097

    		1.3 ms

  





  

    		2021-09-13 02:37:36.54397

    		-1.8 ms

  





  

    		2021-09-13 03:37:38.427992

    		-0.2 ms

  





  

    		2021-09-13 04:37:40.338001

    		-0.4 ms

  





  

    		2021-09-13 05:37:41.987659

    		0.0 ms

  





  

    		2021-09-13 06:37:43.965186

    		0.4 ms

  





  

    		2021-09-13 07:37:46.654859

    		0.1 ms

  





  

    		2021-09-13 08:37:48.695333

    		2.4 ms

  





  

    		2021-09-13 09:37:50.782513

    		0.3 ms

  





  

    		2021-09-13 10:37:52.775611

    		2.8 ms

  





  

    		2021-09-13 11:37:54.924271

    		0.2 ms

  





  

    		2021-09-13 12:37:57.689261

    		1.2 ms

  





  

    		2021-09-13 13:37:59.829504

    		1.6 ms

  





  

    		2021-09-13 14:38:01.595584

    		4.0 ms

  





  

    		2021-09-13 15:38:04.197923

    		1.8 ms

  





  

    		2021-09-13 16:38:06.764376

    		0.1 ms

  





  

    		2021-09-13 17:38:08.600744

    		-0.1 ms

  





  

    		2021-09-13 18:38:10.613293

    		1.6 ms

  





  

    		2021-09-13 19:38:13.164457

    		0.2 ms

  





  

    		2021-09-13 20:38:14.655176

    		2.0 ms

  





  

    		2021-09-13 21:38:16.884708

    		2.4 ms

  





  

    		2021-09-13 22:38:18.731816

    		-1.1 ms

  





  

    		2021-09-13 23:38:21.927436

    		-1.1 ms

  





  

    		2021-09-14 00:38:24.709366

    		1.0 ms

  





  

    		2021-09-14 01:38:26.448525

    		-0.5 ms

  





  

    		2021-09-14 02:38:28.083533

    		2.7 ms

  





  

    		2021-09-14 03:38:29.658668

    		2.7 ms

  





  

    		2021-09-14 04:38:31.067882

    		2.7 ms

  





  

    		2021-09-14 05:38:32.716256

    		2.4 ms

  





  

    		2021-09-14 06:38:34.562184

    		-1.1 ms

  





  

    		2021-09-14 07:38:36.942098

    		-1.8 ms

  





  

    		2021-09-14 08:38:39.164183

    		0.1 ms

  





  

    		2021-09-14 09:38:41.605521

    		-0.5 ms

  





  

    		2021-09-14 10:38:43.349171

    		0.9 ms

  





  

    		2021-09-14 11:38:45.52376

    		-1.8 ms

  





  

    		2021-09-14 12:38:47.115919

    		0.9 ms

  





  

    		2021-09-14 13:38:48.690024

    		1.0 ms

  





  

    		2021-09-14 14:38:50.413526

    		-0.6 ms

  





  

    		2021-09-14 15:38:52.187096

    		1.9 ms

  





  

    		2021-09-14 16:38:55.00881

    		-0.3 ms

  





  

    		2021-09-14 17:38:56.723808

    		1.5 ms

  





  

    		2021-09-14 18:38:58.619673

    		0.8 ms

  





  

    		2021-09-14 19:39:00.169081

    		3.1 ms

  





  

    		2021-09-14 20:39:01.845371

    		2.1 ms

  





  

    		2021-09-14 21:39:03.974907

    		0.0 ms

  





  

    		2021-09-14 22:39:06.401329

    		0.6 ms

  





  

    		2021-09-14 23:39:09.145324

    		-0.1 ms

  





  

    		2021-09-15 00:39:10.735077

    		1.1 ms

  





  

    		2021-09-15 01:39:12.441671

    		-0.9 ms

  





  

    		2021-09-15 02:39:14.453253

    		-1.5 ms

  





  

    		2021-09-15 03:39:16.120224

    		2.1 ms

  





  

    		2021-09-15 04:39:18.439965

    		0.0 ms

  





  

    		2021-09-15 05:39:20.944933

    		1.7 ms

  





  

    		2021-09-15 06:39:23.098352

    		2.1 ms

  





  

    		2021-09-15 07:39:26.160147

    		-0.9 ms

  





  

    		2021-09-15 08:39:28.832383

    		0.1 ms

  





  

    		2021-09-15 09:39:31.814632

    		-0.4 ms

  





  

    		2021-09-15 10:39:35.050776

    		-0.2 ms

  





  

    		2021-09-15 11:39:37.074044

    		-0.9 ms

  





  

    		2021-09-15 12:39:39.416356

    		2.7 ms

  





  

    		2021-09-15 13:39:41.151514

    		1.9 ms

  





  

    		2021-09-15 14:39:42.83484

    		0.9 ms

  





  

    		2021-09-15 15:39:44.958731

    		0.4 ms

  





  

    		2021-09-15 16:39:47.241757

    		-0.3 ms

  





  

    		2021-09-15 17:39:50.472101

    		0.8 ms

  





  

    		2021-09-15 18:39:52.148369

    		2.0 ms

  





  

    		2021-09-15 19:39:54.320451

    		-0.4 ms

  





  

    		2021-09-15 20:39:57.131661

    		0.7 ms

  





  

    		2021-09-15 21:39:59.151931

    		-1.8 ms

  





  

    		2021-09-15 22:40:01.438388

    		-4.9 ms

  





  

    		2021-09-15 23:40:03.388087

    		-4.2 ms

  





  

    		2021-09-16 00:40:05.014186

    		-1.1 ms

  





  

    		2021-09-16 01:40:06.780269

    		-1.0 ms

  





  

    		2021-09-16 02:40:08.38698

    		-2.6 ms

  





  

    		2021-09-16 03:40:11.131665

    		-0.3 ms

  





  

    		2021-09-16 04:40:13.311868

    		0.5 ms

  





  

    		2021-09-16 05:40:14.982997

    		1.0 ms

  





  

    		2021-09-16 06:40:16.786704

    		-0.8 ms

  





  

    		2021-09-16 07:40:18.834052

    		1.8 ms

  





  

    		2021-09-16 08:40:21.996476

    		1.7 ms

  





  

    		2021-09-16 09:40:24.318334

    		-0.1 ms

  





  

    		2021-09-16 10:40:26.521737

    		0.6 ms

  





  

    		2021-09-16 11:40:28.357268

    		-2.3 ms

  





  

    		2021-09-16 12:40:30.214232

    		1.4 ms

  





  

    		2021-09-16 13:40:32.282262

    		1.4 ms

  





  

    		2021-09-16 14:40:34.353957

    		0.4 ms

  





  

    		2021-09-16 15:40:36.789362

    		-1.1 ms

  





  

    		2021-09-16 16:40:39.701571

    		0.0 ms

  





  

    		2021-09-16 17:40:41.223043

    		-1.4 ms

  





  

    		2021-09-16 18:40:43.138265

    		-2.3 ms

  





  

    		2021-09-16 19:40:45.02204

    		0.5 ms

  





  

    		2021-09-16 20:40:47.110742

    		1.1 ms

  





  

    		2021-09-16 21:40:48.643414

    		0.6 ms

  





  

    		2021-09-16 22:40:50.581494

    		-0.7 ms

  





  

    		2021-09-16 23:40:53.387987

    		1.1 ms

  





  

    		2021-09-17 00:40:55.328329

    		0.8 ms

  





  

    		2021-09-17 01:40:57.541525

    		2.5 ms

  





  

    		2021-09-17 02:40:59.430331

    		1.5 ms

  





  

    		2021-09-17 03:41:01.904788

    		0.3 ms

  





  

    		2021-09-17 04:41:03.718793

    		2.6 ms

  





  

    		2021-09-17 05:41:05.562014

    		2.0 ms

  





  

    		2021-09-17 06:41:08.780726

    		1.7 ms

  





  

    		2021-09-17 07:41:10.718479

    		-1.3 ms

  





  

    		2021-09-17 08:41:12.886807

    		-1.9 ms

  





  

    		2021-09-17 09:41:15.081579

    		0.5 ms

  





  

    		2021-09-17 10:41:16.69837

    		1.6 ms

  





  

    		2021-09-17 11:41:18.150198

    		0.9 ms

  





  

    		2021-09-17 12:41:19.877753

    		1.3 ms

  





  

    		2021-09-17 13:41:21.81048

    		-0.4 ms

  





  

    		2021-09-17 14:41:23.73865

    		0.7 ms

  





  

    		2021-09-17 15:41:25.911047

    		0.0 ms

  





  

    		2021-09-17 16:41:27.800916

    		1.5 ms

  





  

    		2021-09-17 17:41:29.482161

    		-1.3 ms

  





  

    		2021-09-17 18:41:31.833597

    		-0.9 ms

  





  

    		2021-09-17 19:41:33.703474

    		0.0 ms

  





  

    		2021-09-17 20:41:35.482128

    		-1.1 ms

  





  

    		2021-09-17 21:41:38.197472

    		0.5 ms

  





  

    		2021-09-17 22:41:40.022535

    		0.4 ms

  





  

    		2021-09-17 23:41:42.581741

    		0.5 ms

  





  

    		2021-09-18 00:41:44.519497

    		2.0 ms

  





  

    		2021-09-18 01:41:46.217079

    		2.4 ms

  





  

    		2021-09-18 02:41:47.776987

    		2.1 ms

  





  

    		2021-09-18 03:41:49.834356

    		-2.0 ms

  





  

    		2021-09-18 04:41:51.429609

    		0.5 ms

  





  

    		2021-09-18 05:41:54.06775

    		-1.3 ms

  





  

    		2021-09-18 06:41:55.66146

    		-1.1 ms

  





  

    		2021-09-18 07:41:57.954423

    		0.5 ms

  





  

    		2021-09-18 08:41:59.888837

    		0.5 ms

  





  

    		2021-09-18 09:42:02.019296

    		1.0 ms

  





  

    		2021-09-18 10:42:03.925165

    		0.1 ms

  





  

    		2021-09-18 11:42:05.745863

    		0.1 ms

  





  

    		2021-09-18 12:42:07.33918

    		-0.2 ms

  





  

    		2021-09-18 13:42:09.317031

    		-0.7 ms

  





  

    		2021-09-18 14:42:11.752941

    		1.4 ms

  





  

    		2021-09-18 15:42:13.45419

    		-0.4 ms

  





  

    		2021-09-18 16:42:15.554512

    		1.1 ms

  





  

    		2021-09-18 17:42:17.951935

    		3.2 ms

  





  

    		2021-09-18 18:42:19.956664

    		4.3 ms

  





  

    		2021-09-18 19:42:23.041337

    		1.8 ms

  





  

    		2021-09-18 20:42:25.048524

    		1.9 ms

  





  

    		2021-09-18 21:42:27.058998

    		1.0 ms

  





  

    		2021-09-18 22:42:28.942906

    		-0.1 ms

  





  

    		2021-09-18 23:42:30.328456

    		-1.1 ms

  





  

    		2021-09-19 00:42:31.915304

    		-1.0 ms

  





  

    		2021-09-19 01:42:33.661983

    		1.3 ms

  





  

    		2021-09-19 02:42:35.186293

    		2.6 ms

  





  

    		2021-09-19 03:42:36.993377

    		0.1 ms

  





  

    		2021-09-19 04:42:39.888843

    		1.5 ms

  





  

    		2021-09-19 05:42:41.585175

    		2.9 ms

  





  

    		2021-09-19 06:42:43.381709

    		-0.5 ms

  





  

    		2021-09-19 07:42:45.464791

    		2.6 ms

  





  

    		2021-09-19 08:42:47.598454

    		2.1 ms

  





  

    		2021-09-19 09:42:49.621403

    		1.3 ms

  





  

    		2021-09-19 10:42:51.54126

    		0.3 ms

  





  

    		2021-09-19 11:42:53.49326

    		-2.9 ms

  





  

    		2021-09-19 12:42:55.264178

    		0.9 ms

  





  

    		2021-09-19 13:42:57.133005

    		1.7 ms

  





  

    		2021-09-19 14:42:59.378748

    		1.1 ms

  





  

    		2021-09-19 15:43:02.031043

    		0.7 ms

  





  

    		2021-09-19 16:43:05.079809

    		1.3 ms

  





  

    		2021-09-19 17:43:07.1982

    		0.0 ms

  





  

    		2021-09-19 18:43:08.624663

    		1.4 ms

  





  

    		2021-09-19 19:43:10.217505

    		-0.1 ms

  





  

    		2021-09-19 20:43:11.90387

    		-1.7 ms

  





  

    		2021-09-19 21:43:13.837623

    		-0.8 ms

  





  

    		2021-09-19 22:43:15.48277

    		-0.4 ms

  





  

    		2021-09-19 23:43:19.028391

    		-0.2 ms

  





  

    		2021-09-20 00:43:20.572296

    		0.3 ms

  





  

    		2021-09-20 01:43:21.962618

    		1.1 ms

  





  

    		2021-09-20 02:43:24.91203

    		-0.7 ms

  





  

    		2021-09-20 03:43:26.740301

    		0.1 ms

  





  

    		2021-09-20 04:43:28.231112

    		1.5 ms

  





  

    		2021-09-20 05:43:29.902679

    		1.7 ms

  





  

    		2021-09-20 06:43:31.656263

    		2.2 ms

  





  

    		2021-09-20 07:43:33.538955

    		2.3 ms

  





  

    		2021-09-20 08:43:36.561877

    		1.8 ms

  





  

    		2021-09-20 09:43:39.918419

    		0.5 ms

  





  

    		2021-09-20 10:43:41.675029

    		2.8 ms

  





  

    		2021-09-20 11:43:43.65007

    		-0.4 ms

  





  

    		2021-09-20 12:43:46.399118

    		3.1 ms

  





  

    		2021-09-20 13:43:48.055306

    		0.0 ms

  





  

    		2021-09-20 14:43:50.319475

    		1.4 ms

  





  

    		2021-09-20 15:43:52.481499

    		1.3 ms

  





  

    		2021-09-20 16:43:55.290507

    		-0.2 ms

  





  

    		2021-09-20 17:43:56.950866

    		2.1 ms

  





  

    		2021-09-20 18:44:00.169543

    		0.5 ms

  





  

    		2021-09-20 19:44:03.146243

    		1.0 ms

  





  

    		2021-09-20 20:44:04.824731

    		0.1 ms

  





  

    		2021-09-20 21:44:06.880082

    		0.9 ms

  





  

    		2021-09-20 22:44:08.671935

    		-0.5 ms

  





  

    		2021-09-20 23:44:10.37459

    		-0.7 ms

  





  

    		2021-09-21 00:44:12.978916

    		2.0 ms

  





  

    		2021-09-21 01:44:14.82349

    		-1.3 ms

  





  

    		2021-09-21 02:44:16.798267

    		-0.7 ms

  





  

    		2021-09-21 03:44:18.441717

    		0.2 ms

  





  

    		2021-09-21 04:44:20.823506

    		2.4 ms

  





  

    		2021-09-21 05:44:22.366014

    		3.0 ms

  





  

    		2021-09-21 06:44:25.517789

    		0.3 ms

  





  

    		2021-09-21 07:44:28.479016

    		1.1 ms

  





  

    		2021-09-21 08:44:31.651361

    		-0.7 ms

  





  

    		2021-09-21 09:44:33.49381

    		1.2 ms

  





  

    		2021-09-21 10:44:35.034216

    		-0.8 ms

  





  

    		2021-09-21 11:44:36.682099

    		0.4 ms

  





  

    		2021-09-21 12:44:39.180373

    		2.9 ms

  





  

    		2021-09-21 13:44:40.735344

    		-0.2 ms

  





  

    		2021-09-21 14:44:42.917484

    		1.5 ms

  





  

    		2021-09-21 15:44:44.604504

    		0.1 ms

  





  

    		2021-09-21 16:44:46.974311

    		-0.2 ms

  





  

    		2021-09-21 17:44:50.190845

    		-0.7 ms

  





  

    		2021-09-21 18:44:52.137487

    		0.4 ms

  





  

    		2021-09-21 19:44:54.971085

    		1.3 ms

  





  

    		2021-09-21 20:44:57.438447

    		-0.2 ms

  





  

    		2021-09-21 21:44:59.683846

    		-0.5 ms

  





  

    		2021-09-21 22:45:01.278438

    		2.1 ms

  





  

    		2021-09-21 23:45:03.643356

    		2.8 ms

  





  

    		2021-09-22 00:45:05.040565

    		0.1 ms

  





  

    		2021-09-22 01:45:08.157587

    		1.4 ms

  





  

    		2021-09-22 02:45:10.196001

    		0.8 ms

  





  

    		2021-09-22 03:45:13.438912

    		-0.3 ms

  





  

    		2021-09-22 04:45:15.106859

    		3.2 ms

  





  

    		2021-09-22 05:45:16.750186

    		3.1 ms

  





  

    		2021-09-22 06:45:18.426819

    		3.3 ms

  





  

    		2021-09-22 07:45:19.885075

    		2.8 ms

  





  

    		2021-09-22 08:45:21.938352

    		-0.9 ms

  





  

    		2021-09-22 09:45:24.533623

    		2.1 ms

  





  

    		2021-09-22 10:45:26.3521

    		2.1 ms

  





  

    		2021-09-22 11:45:27.977989

    		-0.9 ms

  





  

    		2021-09-22 12:45:31.07872

    		-1.0 ms

  





  

    		2021-09-22 13:45:34.346852

    		-1.7 ms

  





  

    		2021-09-22 14:45:35.861057

    		-1.6 ms

  





  

    		2021-09-22 15:45:38.235567

    		-2.0 ms

  





  

    		2021-09-22 16:45:41.647048

    		0.7 ms

  





  

    		2021-09-22 17:45:44.271467

    		-0.8 ms

  





  

    		2021-09-22 18:45:45.844537

    		1.9 ms

  





  

    		2021-09-22 19:45:48.223163

    		3.2 ms

  





  

    		2021-09-22 20:45:50.720826

    		0.6 ms

  





  

    		2021-09-22 21:45:52.556816

    		2.2 ms

  





  

    		2021-09-22 22:45:54.929638

    		0.6 ms

  





  

    		2021-09-22 23:45:56.749262

    		1.1 ms

  





  

    		2021-09-23 00:45:58.509126

    		-1.0 ms

  





  

    		2021-09-23 01:46:01.719867

    		1.6 ms

  





  

    		2021-09-23 02:46:03.884329

    		1.4 ms

  





  

    		2021-09-23 03:46:05.460022

    		2.9 ms

  





  

    		2021-09-23 04:46:06.769774

    		3.3 ms

  





  

    		2021-09-23 05:46:09.086876

    		1.3 ms

  





  

    		2021-09-23 06:46:11.243558

    		0.0 ms

  





  

    		2021-09-23 07:46:14.747445

    		-0.8 ms

  





  

    		2021-09-23 08:46:16.723641

    		0.5 ms

  





  

    		2021-09-23 09:46:18.521533

    		2.0 ms

  





  

    		2021-09-23 10:46:21.01515

    		-1.0 ms

  





  

    		2021-09-23 11:46:23.218942

    		-2.1 ms

  





  

    		2021-09-23 12:46:25.205058

    		0.3 ms

  





  

    		2021-09-23 13:46:27.319025

    		-0.4 ms

  





  

    		2021-09-23 14:46:29.126738

    		0.1 ms

  





  

    		2021-09-23 15:46:31.70055

    		0.3 ms

  





  

    		2021-09-23 16:46:33.703982

    		0.4 ms

  





  

    		2021-09-23 17:46:35.724192

    		2.3 ms

  





  

    		2021-09-23 18:46:37.669938

    		1.4 ms

  





  

    		2021-09-23 19:46:40.756208

    		-1.2 ms

  





  

    		2021-09-23 20:46:42.77724

    		-1.8 ms

  





  

    		2021-09-23 21:46:44.297769

    		-0.1 ms

  





  

    		2021-09-23 22:46:46.734646

    		2.7 ms

  





  

    		2021-09-23 23:46:48.714524

    		-1.3 ms

  





  

    		2021-09-24 00:46:50.375906

    		-0.7 ms

  





  

    		2021-09-24 01:46:52.747063

    		0.7 ms

  





  

    		2021-09-24 02:46:55.365823

    		0.9 ms

  





  

    		2021-09-24 03:46:57.711645

    		2.8 ms

  





  

    		2021-09-24 04:47:01.178207

    		2.2 ms

  





  

    		2021-09-24 05:47:03.30357

    		2.7 ms

  





  

    		2021-09-24 06:47:04.881906

    		0.3 ms

  





  

    		2021-09-24 07:47:07.807122

    		1.1 ms

  





  

    		2021-09-24 08:47:10.410156

    		1.1 ms

  





  

    		2021-09-24 09:47:12.089333

    		0.6 ms

  





  

    		2021-09-24 10:47:14.106204

    		-0.1 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2021-09-22 14:04:32.193 UTC

    		78.73.125.210

    		Ola Strömberg (OS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-22 14:04:35.063 UTC

    		78.73.125.210

    		Ola Strömberg (OS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-01 09:38:40 UTC.

  

  

    		2021-09-22 14:28:16.195 UTC

    		155.4.80.112

    		Karin Mattsson (KM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-22 14:28:27.14 UTC

    		155.4.80.112

    		Karin Mattsson (KM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-01 09:38:40 UTC.

  

  

    		2021-09-22 16:38:29.684 UTC

    		88.206.254.109

    		Johan Starck (JS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-22 16:38:35.205 UTC

    		88.206.254.109

    		Johan Starck (JS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-01 09:38:40 UTC.

  

  

    		2021-09-22 16:45:30.295 UTC

    		90.129.211.123

    		Stefan Bessman (SB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-22 16:46:41.481 UTC

    		90.129.211.123

    		Stefan Bessman (SB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-01 09:38:40 UTC.

  

  

    		2021-09-22 18:14:05.514 UTC

    		213.50.164.1

    		Eva-Lena Frick (EF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-22 18:14:17.56 UTC

    		213.50.164.1

    		Eva-Lena Frick (EF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-01 09:38:40 UTC.

  

  

    		2021-09-23 04:48:45.668 UTC

    		194.237.36.42

    		Lennart Käll (LK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-23 04:48:49.881 UTC

    		194.237.36.42

    		Lennart Käll (LK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-01 09:38:40 UTC.

  

  

    		2021-09-23 13:58:52.081 UTC

    		109.225.124.190

    		Anders Furbeck (AF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-23 13:59:03.789 UTC

    		109.225.124.190

    		Anders Furbeck (AF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-01 09:38:40 UTC.

  

  

    		2021-09-24 07:54:29.807 UTC

    		212.85.93.129

    		Susanna Karlevill (SK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-24 07:59:06.892 UTC

    		212.85.93.129

    		Susanna Karlevill (SK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-01 09:38:40 UTC.

  

  

    		2021-09-24 10:53:01.642 UTC

    		81.170.211.97

    		Jens Edlund (JE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-09-24 10:53:04.799 UTC

    		81.170.211.97

    		Jens Edlund (JE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-09-01 09:38:40 UTC.

  









